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PART I – OVERVIEW AND STATEMENT OF FACTS 

1. This appeal deals with informational privacy and the ability of individuals to lawfully 

consent to the state acquiring data they jointly own, control or access.  The question raised by this 

appeal is the extent to which the current law of consent to searching areas subject to overlapping 

privacy interests extends to data, and the devices on which it stored, or through which it is 

accessed.  The result of this appeal may have wide-ranging consequences for cases in a broad 

range of factual matrices. 

2. A traditional home computer may be part of a network of similar devices within a home.  

Some or all of the data may be stored in what is commonly known as “cloud” storage at one or 

more locations on the internet.  People sharing a home commonly share these devices and use 

them for numerous purposes.  Such technology is now typical in any Canadian home and 

necessarily informs the normative expectations of people living in such a situation. 

3. If this appeal succeeds, it may have the effect of precluding citizens from providing police 

with data they own, control or have access to, solely because it is stored in a “location” used by 

more than one person.  There is no principled or logical reason why shared virtual space should 

be treated any differently than shared physical space.  The normative privacy expectations are the 

same for both, such that a person discovering evidence of an offence in a shared place may well 

provide police access to that space whether it is physical or virtual. 

4. The Attorney General of British Columbia (AGBC) agrees with the respondent’s 

overview but takes no position on the facts of this appeal. 

PART II – INTERVENER’S POSITION ON APPEAL 

5. The AGBC intervenes to address the issues relating to the juxtaposition of informational 

privacy relating to data and an individual’s right to consent to state access to data they lawfully 

own, control or have access to.  

6. Issue One: Did the Court of Appeal err in holding that a third party, the appellant’s 

common-law spouse, could consent to a police search of the home and seizure of the computer 

absent any other legal authority, rendering the state conduct reasonable under s. 8 of the 
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Charter?  The AGBC submits that consent disclosure to the state of data, by lawful co-owners of 

that data or those with overlapping privacy interests in that data, does not infringe s.8. 

7. The AGBC makes no submissions regarding issues 2 and 3.  

PART III – STATEMENT OF ARGUMENT 

8. The AGBC adopts the legal position of the respondent in relation to issue 1 and offers the 

following submissions in support.  

A. NORMATIVE EXPECTATIONS AND CONSENT SEARCHES FOR SHARED 
DATA 

9. A normative assessment of the expectation of privacy in shared data involves a judicial 

assessment of society’s values as they have evolved over time and currently exist.  The values of 

Canadian society are not uniform.  Instead, there exists a wide variance in attitudes regarding 

privacy in data.  These range from people who take steps to ensure others do not have access to 

any of their information, to those who freely exchange intimate information and images with 

people whose actual identities are unknown to them.  It is neither logical nor empirically accurate 

to gauge an entire society’s values by reference only to the perspective of one particular (and 

most conservative) segment.  A true normative assessment cannot be based on a fictional 

construct of society’s values that fails to account for its large variability. 

10. People may have overlapping privacy interests in places where data is stored, ranging 

from a traditional family computer to shared “cloud” storage space where the data may actually 

be located anywhere in the world.  Social media, email and other text-based digital 

communications services may be directly shared or left open in shared “space”.  In determining 

the objective reasonableness of any individual’s expectation, the choices made by them as to 

what data they store and where they choose to store it, are critically important.  It is these choices 

which govern the validity of any consent rather than any single, uniform and overriding 

normative privacy concept. 

11. In the physical realm, a locked safe secreted inside an unshared bedroom, would clearly 

remain private even in a shared home, and would not lawfully be subject to a police search on the 

consent of a roommate.  Conversely, an unlawful firearm left on the living room coffee table, 
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would be the subject of a lawful consent search.  There is no logical reason why the same 

principles should not apply to data.  Where child pornography is visible to users of a shared 

computer, it is analogous to physical evidence of unlawful conduct being left in an area of 

overlapping physical privacy. 

12. There is no issue that an individual has an expectation of privacy as against the state in 

data on a computer found in their home, just as they do in the physical contents of the dwelling.  

The interior of a home has long attracted a high expectation of privacy, but as this Court noted in 

R. v. Marakah1: 

[27] The factor of “place” was largely developed in the context of territorial privacy 
interests, and digital subject matter, such as an electronic conversation, does not fit easily 
within the strictures set out by the jurisprudence. What is the place of an electronic text 
message conversation? And what light does that shed on a claimant’s reasonable 
expectation of privacy? Place is important only insofar as it informs the objective 
reasonableness of a subjective expectation of privacy. 

[Emphasis Added] 

13. Given the modern realities of stored data’s “location”, the fact that the physical device 

used to store or gain access to it is located in a residence, may be of diminished importance in 

some circumstances.  As this Court noted in R. v. Vu2, to a considerable extent a computer is to 

be treated as a separate “location”, the search of which must be specifically authorized.  It must 

logically follow that if a computer is a separate “place” needing specific lawful authority in order 

to search it, then it is similarly a “place” where the normal rules governing consent should be 

applied.  What should drive the analysis are the private nature of the data, the person’s 

objectively reasonable expectations regarding that information and the nature and extent of any 

overlapping privacy interests with others. 

14. A normative assessment must be real and based on Canadian society as it is, not a 

hypothetical construct which does not reflect reality.  People place enormous amounts of 

information about themselves and their activities onto computers, often in situations where data is 

intermingled with that of others.  Several obvious examples include: 

                                                           
1 R. v. Marakah, 2017 SCC 59 
2 R. v. Vu, 2013 SCC 60, [2013] 3 S.C.R. 657 

https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/16896/index.do?r=AAAAAQAHbWFyYWthaAE
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/13327/index.do
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/16896/index.do?r=AAAAAQAHbWFyYWthaAE
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/13327/index.do
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a. Where several people use a computer to access the internet, the browser 

history of all of them will be mingled and visible to all:   

b. Where a computer is used via a single user account, pictures and videos stored 

by one are visible to all;   

c. Similarly, email accounts and stored documents are often accessible to any 

member of a household; or  

d. Social media accounts are often left open and available to all.  

15. Any portion of this data may be stored on the “cloud” and available from anywhere in the 

world via any device with internet access.  Such a device may have a single or multiple users, or 

a person may use a public device such as a library computer.  Any law regarding consent to 

lawfully search for digitally-stored, information must take into account all of the circumstances 

which may apply.  The governing principles must be applicable by trial courts to a vast array of 

factual matrices. 

16. It is against this background that the issue of one party consenting to state access to a 

computer must be measured.  As matters of both logic and principle, normative factors must 

govern the objective expectation of privacy. 

17. In the case of shared data on a shared device, the expectation of privacy is obviously not 

the same as for an individual who keeps their data on a solely-owned device and permits access 

to no one else.  Once data is on a shared device, the possibility that another person will see it and 

act informs the objective reasonableness of the privacy expectations of all its users.  The actions 

and choices of a person in placing something potentially private in an environment of shared and 

overlapping privacy lowers their own objectively reasonable expectation of privacy.  It is not one 

individual waiving the Charter rights of another as against the state; it is each owner of an 

overlapping privacy interest waiving their own privacy interests. 
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B. THE RIGHT OF THIRD PARTIES TO TURN OVER THEIR OWN DATA AND 
DEVICES 

18. There is no logical or valid policy reason why data should be treated differently than any 

other potentially private thing for the purpose of consenting to state access.  This is not 

synonymous with allowing one individual to waive the Charter rights of another, and never has 

been.  Consent is based on the existence of overlapping privacy interests which govern the 

resulting reasonableness of any privacy expectation.  As the BCCA found in R. v. Clarke3: 

[52] The Reeves test stipulates that the court, in assessing whether a search is 
reasonable by virtue of third-party consent, should look to: (a) whether the accused 
would reasonably expect that a third party would have the power to consent to a 
police search; and (b) whether that third party did provide valid consent. This two-
step analysis must be strictly construed in accordance with a purposive and generous 
interpretation of the Charter: R. v. Dyment, 1988 CanLII 10 (SCC), [1988] 2 S.C.R. 417 
at 426. Thus, it is important here to assess whether the police went beyond the permissible 
scope of the consent provided by Ms. Ferrer, the “co-resident”, in that both she and the 
appellant had privacy interests in the residence. If the police exceeded the effective scope 
of her consent without justification, the appellant’s reasonable expectation of privacy will 
have been unlawfully violated. 

[Emphasis Added] 

19. In R. v. T(RMJ)4, part of the issue herein was squarely before the court: 

[50] This comment was made in recognition of the fact that courts have found a 
reduced expectation of privacy in certain shared areas of dwelling houses.  It must be 
remembered that s. 8 of the Charter only protects a reasonable expectation of privacy and 
there are varying degrees of privacy.  The higher the expectation of privacy, the greater 
the claim to constitutional shelter:  R. v. Tessling, 2004 SCC 67 (CanLII) at paras. 19-21, 
[2004] 3 S.C.R. 432.  Indeed, in T.W.B., the gun in question was located in the duct work 
of the mother’s home and therefore not in an area with a heightened expectation of 
privacy.  

[51] In light of the above, had the Supreme Court of Canada in Cole intended to 
diminish the developing law respecting consent to enter a dwelling house, in my view, it 
would have said so in clearer terms.  Contrary to the accused’s argument, it did not do so 
because that was not the issue before it. 

[52] In this case, it is uncontested that the computer was located in a shared area 
of the home.  In consideration of the fact that the mother was the wife of the accused 

                                                           
3 R. v. Clarke, 2017 BCCA 453 
4 R. v. T(RMJ), 2014 MBCA 36 

http://canlii.ca/t/hph6t
http://canlii.ca/t/g6px4
http://canlii.ca/t/hph6t
http://canlii.ca/t/g6px4
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and lived in the home, in my view, she had the authority to provide consent to enter 
the area where the computer was located.  The trial judge found that the mother 
provided informed consent, and I see no reason to disturb his finding.  Therefore, the 
entry was authorized by law. 

[Emphasis added] 

20. In R. v. Cole, this Court ruled that third parties may not waive an individual’s Charter 

rights in data based simply on their ownership of the computers on which that data was stored.5  

There a school board was not permitted to waive the Charter-protected privacy of an employee 

who had their permission to store personal data on school board owned equipment.  Here, the 

issue relates to data on a jointly owned and used device where privacy interests in the data 

overlap.  This is a clear and logical distinction from the factual matrix in Cole because both 

parties share a privacy interest in at least some of the data.  All parties with access to the 

computer equally share in control of the data as between themselves.  

21. Private information stored on a computer will generally attract a high expectation of 

privacy.  This is also true of a person’s home, and yet consent to search areas of overlapping 

privacy has always been lawful in some circumstances.  It is the concept of overlapping privacy 

which logically underpins any ability of a person to consent to the state seizure of data.  Where 

two people have an equal privacy interest in data, there is no valid reason to automatically give 

the privacy interests of one primacy over the other.  Over-emphasizing the rights of one 

unjustifiably restricts the rights of the other. 

22. The boundaries of overlapping privacy in data will need to be determined in the same 

manner as those required to determine privacy in physical spaces.  Living rooms and kitchens 

will commonly be shared equally by all inhabitants, but private bedrooms often less so.  As with 

physical areas, each case will turn on its facts guided by long-standing principles regarding 

consent searches. 

23. Like physical spaces, computers are divisible in that they can contain multiple, password 

protected accounts and all or portions of the data may be encrypted, along with other mechanisms 

to assert privacy.  Such factors are not relevant in determining privacy as against the state, as 

                                                           
5 R. v. Cole, [2012] 3 SCR 34 

https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/12615/index.do?r=AAAAAQAbUi4gdi4gQ29sZSwgWzIwMTJdIDMgU0NSIDM0AQ
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/12615/index.do?r=AAAAAQAbUi4gdi4gQ29sZSwgWzIwMTJdIDMgU0NSIDM0AQ
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/12615/index.do?r=AAAAAQAbUi4gdi4gQ29sZSwgWzIwMTJdIDMgU0NSIDM0AQ
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information impacting on a person’s biographical core carries an expectation of privacy 

irrespective of such considerations.  They will, however, logically inform the boundaries between 

private individuals as to where reasonably overlapping privacy begins and ends.  It is those 

boundaries which logically govern the ability to consent. 

24. People may share email accounts, social media, financial information, or pictures and 

videos. They may also wish to keep them where other users of the computer may not view them 

or be aware of them. Such decisions by individuals will govern a court’s considerations of when 

a person may reasonably expect a third party to have the power to consent.  Police will be obliged 

to respect those boundaries as they must in the physical world and seek judicial authorization to 

search outside of them. 

25.  In circumstances where the user of a computer becomes aware that the shared 

environment is being used for an unlawful purpose, all users must reasonably expect that one of 

them may consent to the data being brought to the attention of the police.  By placing data in a 

location where other persons may see it, overlapping privacy occurs.  Cole6 does not apply to 

these kinds of circumstances as the person reporting to police is not waiving the suspect’s 

privacy; the person reporting is waiving their own overlapping privacy interest.  The suspect 

comes to the attention of the police as a result of his own actions in lowering his own objectively 

reasonable expectation by sharing a “location” with another person. 

C. PUBLIC POLICY AND SHARED DEVICES 

26. There is a considerable public policy aspect to the determination of this appeal.  The logic 

and principles herein extend to numerous other factual situations.   

27. This Court found in Marakah7 that a person may, in some circumstances, retain a privacy 

interest in digital messages resident on another person’s device.  Such communications, both sent 

and received, will commonly be stored on shared devices or shared “cloud” space.  This kind of 

evidence is commonly sought by police as it provides a type of information rarely available from 

any other source: the thinking of an offender about the offence, preserved on an objectively 

                                                           
6 R. v. Cole, [2012] 3 SCR 34 
7 R. v. Marakah, 2017 SCC 59 

https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/12615/index.do?r=AAAAAQAbUi4gdi4gQ29sZSwgWzIwMTJdIDMgU0NSIDM0AQ
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/16896/index.do?r=AAAAAQAHbWFyYWthaAE
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/12615/index.do?r=AAAAAQAbUi4gdi4gQ29sZSwgWzIwMTJdIDMgU0NSIDM0AQ
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/16896/index.do?r=AAAAAQAHbWFyYWthaAE
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reliable storage medium.  In some cases, it is essentially a written record of the mens rea with 

reference to the actus. It is difficult to imagine more probative evidence. 

28.  While this Court has held a person does not necessarily waive nor abandon their privacy 

interest in a communication by the act of sending it, it does not follow from that ruling that the 

recipient’s overlapping privacy interest in that same communication is correspondingly 

extinguished. The majority in Marakah8 notes that searches for such messages may be authorized 

by law even when no warrant has been obtained: 

[51] The second scenario is where the police, for whatever reason, access an offensive 
or threatening text message without obtaining prior judicial authorization. On this 
scenario, depending on the totality of the circumstances, the accused may have a 
reasonable expectation of privacy in the text message and therefore have standing to argue 
that the text message should be excluded. Standing is merely the opportunity to argue 
one’s case. It does not follow that the accused’s argument will succeed, or that the search 
of the text message will be found to violate s. 8. While a warrantless search is 
presumptively unreasonable under s. 8, it is open to the Crown to establish on a 
balance of probabilities that the search was authorized by law, the law is reasonable, 
and the search was carried out in a reasonable manner: see R. v. Collins, 1987 CanLII 
84 (SCC), [1987] 1 S.C.R. 265, at p. 278. 

[Emphasis Added] 

29. Valid consent searches are authorized by law.  If it were otherwise, a person being 

threatened, extorted or lured would be precluded from consenting to the search of their own 

mobile phone simply because the perpetrator’s sent messages were on it.  If the appellant’s 

submissions are correct, this must logically follow leading to an absurd result, such as occurred in 

Sandhu.9  There, received messages extorting the victim were turned over to police and doing so 

was held to infringe s.8.  On two occasions, the British Columbia Court of Appeal has held that 

this finding in Sandhu was wrong as there was no objectively reasonable expectation of privacy 

in such circumstances.10 

30. In circumstances where the recipient is an equal owner of the communication, such as 

where they form a “string” (a back and forth conversation over a period of time), there is no 
                                                           
8 R. v. Marakah, 2017 SCC 59 
9 R. v. Sandhu, 2014 BCSC 303 
10 R. v. Pelucco, 2015 BCCA 370, paras 47-49 and 61, and R. v. Belcourt, 2015 BCCA 126, at 
paras. 52-53 

https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/16896/index.do?r=AAAAAQAHbWFyYWthaAE
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/16896/index.do?r=AAAAAQAHbWFyYWthaAE
http://canlii.ca/t/gkrd1
http://canlii.ca/t/ggrxf
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reason why the recipient should not be able to consent to a search of it or any other data over 

which they share a privacy interest.  While the sender’s actions do not abandon privacy as against 

the state, a person can move data of any sort to a “place” of overlapping privacy where someone 

else may waive their own privacy as part of the shared or overlapping interest in it.  Again, the 

person reporting waives their own privacy as part of the overlapping privacy interest shared with 

the accused, rather than the accused’s exclusive privacy interest.  

31. It is this same choice which comes into play in cases involving the factual scenarios such 

as presented in this appeal.  Where an individual places something which is otherwise private in a 

place where another person with equal access to that place may become aware of it, they take the 

risk of a “tattletale”.  When that occurs, their expectation of privacy is reduced such that consent 

is possible.  Placing child pornography where someone else may see it in a “place” that other 

person is entitled to be, risks the actions of a “tattletale”. 

32. Any restriction on the ability of persons to consent to state acquisition of their data, may 

adversely impact the reporting and investigation of several serious criminal offences.  Victims of 

or witnesses to domestic violence, sexual assault by a family member or child exploitation 

offences may be limited in their ability to bring compelling and objective evidence to the 

attention of police.   

33. If a person is aware of data which is itself a crime to possess, they are presented with a 

significant dilemma if they are unable to turn it over to police.  For example, someone who sees 

child pornography on a shared computer now notionally meets the definition of being in unlawful 

possession of it: knowledge and control.  Clearly, they must be in a position to get it out of their 

possession in a manner which would not involve the destruction of evidence, such as deleting it.  

The only sensible and lawful course of action for such a person is to provide the device to police 

for investigation.  Any law precluding or discouraging reporting of such offences would be 

contrary to public policy. 

34. Sound public policy dictates that persons with overlapping privacy interests in data or 

devices indicating unlawful behavior should be free to bring it to the attention of police.  This is 

particularly true in circumstances where insufficient grounds then exist for judicial authorization.  

For example, a person may see what appears to them to be child pornography but may be 
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