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PART I- CONCISE OVERVIEW & STATEMENT OF FACTS
I.

The question before the Court is whether an online sexual predator has a constitutional
right to privacy in the text messages sent to his intended victim.

2.

In the circumstances of this case, the Newfoundland and Labrador Court of Appeal was
right. The Appellant had no reasonable expectation of privacy in his online texts and emails
because the recipient was a stranger to him. The anonymity associated with random social
media communications defeats his claim.

3.

But there is a more fundamental reason to reject the Appellant's claim to privacy.
messages were a crime; the recipient was the intended victim.

His

In this context - like a

stalker engaged in criminal harassment online, like an abuser texting threats to his expartner, like a con artist emailing fraudulent investment opportunities - it is absolutely
unreasonable for the Appellant to expect the recipient to maintain confidentiality.
4.

Recognizing that there can be no reasonable expectation of privacy in "criminal"
communications would achieve a balance between individual privacy and the legitimate
law enforcement goal of combating cybercrime.

5.

As it is, cyberspace is hard to police, especially in terms of child exploitation. Adults with
illicit intent have the unprecedented opportunity to interact with children. Undercover
investigations are a proven means of patrolling the online world. But if Part VI of the

Criminal Code is found to apply in the circumstances of this case, then this technique
would become practically useless. That result would frustrate legitimate law enforcement
efforts to improve online security for children and young people who engage on social
media.
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Concise Statement of Facts
The Undercover Investigation
6.

On February 12th , 2012, Cst. Greg Hobbs of the Royal Newfoundland Constabulary (RNC)
created an undercover Hotmail email account under the fictitious identity of Leann Power.
He used a picture from the internet to represent this invented persona. On March 12th,
2012, Cst. Hobbs created a Facebook identity profile for Leann Power. Her birthdate was
listed as November41\ 1997, and her address was St. John's, Newfoundland and Labrador.
Cst. Hobbs noted on her profile that she attended Holy Heart of Mary School in St. John's.

Reference:
7.

Testimony of Cst. Hobbs, Respondent's Record, Tab 2, p. 55, 11. 3-12.

Cst. Hobbs commenced this investigation in order to determine if there were individuals
out there who are preying on underage children. Cst. Hobbs chose the social networking
sites for his fictitious accounts because "they are used by teenagers in today's society".

Reference:

8.

Testimony of Cst. Hobbs, Respondent's Record, Tab 1, p. 21, 11. 14-17.
Testimony of Cst. Hobbs, supra, Tab l, p. 3, I. 19.

Cst. Hobbs made no friend request on behalf of Leann Power; there were friend requests
that he received and accepted. Cst. Hobbs was the only officer who controlled Leann's
account; he read any messages received and responded in her name.

Reference:
9.

Testimony of Cst. Hobbs, supra, Tab 2, p. 55, 11. 3-12.

On March 20th, 2012, Leann received a Facebook message from Sean Mills. Mr. Mills
asked about her profile picture. In that message, he stated "Good Lord, for only having
one picture on Facebook, you sure picked a good one, LOL, beautiful." Leann responded

with a message that included a query about Mr. Mills' profile picture.

Reference:

10.

Testimony of Cst. Hobbs, supra, Tab 2, p. 55, 11. 12-17 and p. 57, 11. 20-22.
Leann Power Facebook Messaging (GH #1), Respondent's Record, Tab 4,
p. 175.

In a further message, Sean Mills described which person he was in the photographs on his

Facebook profile. He asked if the pictures were what she was hoping for. Leann replied
back and said she was new to Facebook. Mr. Mills asked her for more pictures of herself.
He realized she was 14 years old and stated:

3
..But you seem really sweet and I don't really care about someone's age. All
that matters the kind of person they are. Young or old its all the same. I
hope you feel that way too. Are you open to making new friends, meeting
new people to hang out with?"

Reference:

11.

Testimony of Cst. Hobbs, supra, Tab 2, p. 63.
Leann Power Facebook Messaging (GH #1 ), supra, Tab 4, p. 175.

Cst. Hobbs could see photos of Mr. Mills on his Facebook profile. He was able to obtain
a plate number from his motorcycle; by accessing Motor Registration Division computer
records, Cst. Hobbs determined that the registered owner was Sean Patrick MilJs of Mount
Pearl, Newfoundland and Labrador. He also conducted a search of that name on the
Canadian Police Information Centre (CPIC) database.

Reference:
12.

Testimony of Cst. Hobbs, supra, Tab 2, pp. 63-64.

Later on that same day, Mr. Mills sent a message that included his cell phone number and
asked Leann about her plans for the weekend. He also sent a message which stated:
..Oh nice, Im not even sure whats playing this weeknd. Hopefully something
good though. Yeah, I'm 23 actually, so if you/re cool with that then its all
good, ha, ha, cause like I said its not a big deal to me."

Reference:

Testimony of Cst. Hobbs, supra, Tab 2, p. 64, l. 14 - p. 65, I. 6.
Leann Power Facebook Messaging (GH #1), supra, Tab 4, p. 176.

13.

The Respondent was actually 31 years of age.

14.

The messages became more personal; Mr. Mills continued to request a face to face meeting.
On April 3"1, 2012, Leann sent Mr. Mills a message wishing him a happy birthday.

Reference:

15.

Testimony of Cst. Hobbs, supra, Tab 2, p. 67, 11. 1-15.
Leann Power Facebook Messaging (GH #1), supra, Tab 4, p. 188.

On May I5t, 2012, Leann and Sean Mills became friends on Messenger on Hotmail. On
May 4 th, 2012 Leann sent Mr. Mills a photo of a female talcing a picture of herself in
panties; neither her face nor her anatomy were exposed. This photo was obtained by
Cst. Hobbs from the internet.

Reference:

Testimony of Cst. Hobbs, supra, Tab 2, p. 69, 11. 6-10.
Leann Power Sent Email (GH #3), Respondent's Record, Tab 6, p. 219.
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16.

On May 5"', 2012, Mr. Mills sent an email to Leann which included a photo of an erect
penis. He said the penis was his and asked her what she thought of that picture and invited
her to send more revealing pictures of herself. He told her that she should be deleting all
of her messages because she might get into trouble.
Reference:

17.

Testimony of Cst. Hobbs, supra, Tab 2, pp. 69, I. 20- 70, l. 15.
Leann Power Incoming Email (GH #2), Respondent's Record, Tab 5,
p. 207.

Leann responded by email on May 16"', 2012. She apologized for not getting back to him
sooner. She asked how he liked the picture she had sent. In response to the photo of the
penis, she stated:
"OMG, is that you? If that's you I promise not to show anyone. I definitely
would get in trouble if dad found it. I've got rid of our messages like you
said. Exactly how can I enjoy it, LOL?"
Reference:

18.

Testimony of Cst. Hobbs, supra, Tab 2, pp. 70, I. 15 - 71, I. 4.
Leann Power Sent Email (GH #3), supra, Tab 6, p. 221.

On May 17th, 2012, Leann received an email from Sean Mills wherein he stated that the
penis was his own and that he hoped it would get her excited. He also stated that she could
enjoy it as much as she can handle and that he hoped she would send more pictures of
herself.
Reference:

19.

Testimony of Cst. Hobbs, supra, Tab 2, p. 71, I. 12.
Leann Power Incoming Email (GH #2), Tab 5, p. 209.

On May 22nd, 2012, Leann sent an email to Mr. Mills asking if she could meet him that
weekend. He responded by email saying they could meet whenever and wherever she
wanted. They then exchanged messages on Facebook. Leann asked if they could meet the
next day. Mr. Mills responded in the affinnative. He stated that he could meet her in the
area of Quidi Vidi around 5:00 p.m. Leann responded that she would rather meet at
Bowring Park. Mr. Mills sent a message stating that he would be at Bowring Park at 5:30
p.m. and that he would be walking his dog.
Reference:

Testimony of Cst. Hobbs, supra, Tab 2, pp. 71, I. 20 - 72.
Leann Power Facebook Messaging (GH #1), supra, Tab 4, p. 197.
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20.

The next day at 5:30 p.m., Cst. Hobbs and Cst. Follett of the RNC attended Bowring Park.
Cst. Hobbs saw the Appellant walking his dog. Cst. Hobbs advised him that he was being
investigated for luring a child via the internet. He was subsequently advised of his Charter
rights and read the police caution. The Appellant was detained at that time, but later
released on a recognizance.

Reference:

Testimony of Cst. Hobbs, supra, Tab 2, pp. 76 - 77.

The Technology
21.

Facebook is a social networking site that allows people to connect with one another by
creating profiles and "friending" individuals with whom they may wish to share
information. Facebook includes an instant messaging service. That application permits
instant electronic communications with people on Facebook. A message may be typed in
text and sent to another individual. The recipient can access the message by entering their
own Facebook account using a usemame and password.

Reference:
22.

Testimony of Ryan Purita, Respondent's Record, Tab 3, pp. 126-129.

Sending an instant message on Facebook automatically records that message, which is then
stored on the server and may be accessed by the recipient any time they wish.

Reference:
23.

Testimony of Ryan Purita, supra, Tab 3, pp. 168.

Hotmail is an email service offered by Microsoft. Each account requires a username and
password.

Emails are delivered to a recipient by way of the Hotmail.com's (now

Outlook.com) server. Once the recipient has the mail, the original sender cannot delete it
from the recipient's account.

Reference:
24.

Testimony of Ryan Purita, supra, Tab 3, p.155, 11. 1-4.

During the investigation, Cst. Hobbs used a program known as Snag-it to take screen
captures of Mr. Mills' Facebook profile page and his messages. He would then save the
screen captures in another file on his computer. Those messages and emails would later

be printed and eventually tendered at trial.

Reference:

Testimony of Cst. Hobbs, supra, Tab 2, pp. 87-89.

6

25.

Snag-it is a widely available software program that enables the user to capture a screen
from that user's computer and store it. No one can prevent a recipient of an email or chat
message from capturing it with Snag-it. Taking a screen capture with Snag-it is akin to
taking a photograph of the computer screen and placing it in a safe.

Reference:

Testimony of Ryan Purita, supra, Tab 3, pp. 142-143 and 157.

PART II - QUESTIONS IN ISSUE
26.

Did the Appellant have a reasonable expectation of privacy in the communications?
No. The Appellant chose to exchange text messages and emails with someone he did not
know. He was in no position to expect that this person would keep the communications
confidential. More significantly, the text communications amounted to a crime against the
intended recipient. No one can reasonably maintain an expectation of privacy in such
circumstances.

27.

Did the seizure of the communications breach s. 8 of the Charter?
No. The Appellant had no reasonable expectation of privacy in the messages. Further, the
officer was not required to obtain a Part VI authorization because he did not "intercept"
any communications.

28.

Ifs. 8 were breached, what is the appropriate remedy?
The trial judge considered all the circumstances and determined that a slight reduction in
the Appellant's sentence was the appropriate remedy. There is no reason to disturb the
trial judge's ruling.
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PART ID-STATEMENT OF ARGUMENT
Issue #1 - Did the Appellant have a reasonable expectation of privacy in the communications?
Introduction - Section 8 and reasonable expectations of privacy
29.

The Newfoundland and Labrador Court of Appeal correctly determined that the Appellant
did not have a reasonable expectation of privacy with respect to the electronic
communications he sent to Leann. She was a virtual stranger. This online anonymity
extinguishes any claim of continuing control over the content of those messages.

30.

There is a second and more fundamental reason to reject the Appellant's claim to a
reasonable expectation of privacy. His messages were the actus reus of a crime against the
intended recipient. In these circumstances, any expectation of privacy is unreasonable.

31.

There is an undeniable public interest in internet safety and security, especially for the most
vulnerable in our society. If this Court were to recognize the Appellant's privacy rights in
this case, law enforcement would lose a proven and reliable means of policing the internet.

(a) Anonymity, the lack of control and unreasonable expectations of privacy
32.

The Appellant argues that "since Marakah, there can be no doubt that the Appellant had a

reasonable expectation of privacy in the instant messages". With respect, the ruling in
Marakah was carefully crafted to avoid sweeping declarations about online digital
communications. The majority stated:

"The conclusion that a text message conversation can, in some
circumstances, attract a reasonable expectation of privacy does not lead
inexorably to the conclusion that every text message in any context attracts
a reasonable expectation ofprivacy. (see Moldaver J. 's reasons, at paras.
100 and 167-68),· whether a reasonable expectation of privacy in such a
conversation is present in any particular case must be assessed on those
facts by the trial judge."

Reference:
33.

R. v. Marakah, 2017 SCC 59 at para. (5).

The majority decision in Marakah canvassed the pertinent factors such as the subject
matter, place and the accused's interest in the subject matter. Since these proceedings also
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concern text-based electronic communications, there is nothing to gain from repeating or
re-litigating each step. This case will hinge on whether the expectation of privacy is
objectively reasonable.
34.

The Newfoundland and Labrador Court of Appeal recognized that there would be
circumstances when digital communications would engage "objectively reasonable
privacy interests". However, by communicating with "someone he did not know, a person
he was not in any position to trusf', the Appellant had voluntarily relinquished control over

the information he chose to share. Therefore, he had no reasonable expectation of privacy
with respect to the texts and emails received by the undercover officer.
Reference:
35.

R. v. Mills, 2017 NLCA 12 at paras. [24] & [23], Appellants Record, Tab 5.

To emphasize the pervasive anonymity involved in social media communications, the
Court of Appeal reminded that "the recipient purported to be a fourteen year old girl while
the sender purported to be a twenty.three year old male. Neither was true."

Reference:
36.

Mills, supra, para. [ 15].

The issue of control was central to the debate between the majority and dissenting opinions
in Marakah. However, the facts in that case were very different. Mr. Marakah was sending
cell phone text messages to a cohort. These individuals knew each other; presumably, they
had exchanged phone numbers. Accordingly, the majority determined that Mr. Marakah
had exercised a degree of control "by choosing to send a text message by way of a private
medium to a designated person."

Reference:
37.

Marakah, supra, at para. [45].

By contrast, the Appellant shared information on a social media platform with someone he
did not know. The Appellant was in no position to confirm her identity, much less
reasonably expect that she was either obliged or persuaded to respect his desire for
confidentiality. The Respondent could only hope that the person he believed to be Leann
Powers would not share, copy and distribute those messages; hope alone cannot be the
basis of an objectively reasonable expectation of privacy.
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38.

"Controf' may not have been the dispositive factor in Marakah but, in this case, the

Appellant' s choice to abandon control to a stranger on a social media platform is
determinative.

(b) Criminal communications and the limits of privacy

39.

A significant fact distinguishes the present case from Marakah. The Appellant's texts and
emails were not merely evidence of a crime; these communications were the crime.
Respectfully, the law should not recognize any claim to a reasonable expectation of privacy
in sent electronic communications that constitute an offence against the recipient.

40.

Such an exception to recognized privacy interests in electronic communications would:
(i)

achieve a needed balance between individual privacy and security;

(ii)

maintain respect for individual autonomy;

(iii) meet the normative goals of s. 8 Charter jurisprudence and, as well,

(iv) resolve concerns expressed in the dissenting opinion in Marakah.

(i)
41.

Achieving a balance

Whether, in any circumstance, a reasonable expectation privacy exists depends on "a
balancing of the societal interests in protecting individual dignity, integrity and autonomy
with effective law enforcement."

Reference:
42.

R. v. Plant, [1993] 3 SCR 281 at p. 293.

As this Court observed in Marakah, electronic messaging is a discreet and convenient form
of communication by which Canadians reveal important information about themselves and
their lifestyles. On the other hand, text-based messaging services are also misused to
defraud, harass and exploit the vulnerable.

43.

For the police, piercing the veil of online anonymity is challenging enough. Recognizing
privacy rights over criminal communications would unduly burden law enforcement
officials. A proper balance under s. 8 of the Charter would permit effective and timely
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investigations into online abuse. Denying privacy rights to criminal text communications
would restore the appropriate balance.
(ii)

44.

Individual autonomy and expectations of privacy

The late Justice Sopinka wrote that "s. 8 of the Charter should seek to protect a

biographical core of personal infonnation which individuals in a free and democratic
society would wish to maintain and control from dissemination to the state". Individual
choice and autonomy inform the s. 8 analysis. The proposed exception maintains this
perspective. A person sending harassing text messages, threats, or sexual invitations to a
minor cannot reasonably expect such communications to remain private. To the contrary,
any reasonable person has to expect that police will eventually obtain such messages.

Reference:

Plant, supra, at p. 293.
(iii)

45.

The nonnative standard

This Court has repeatedly emphasized that a reasonable expectation of privacy is a
normative rather than a descriptive standard.

Reference:
46.

R. v. Tessling, [2004) 3 SCR 432 at p. 452.

No doubt, text messaging in all its forms is now an entrenched part of our lives in this
country and, ideally, individuals want their communications to remain private between
themselves and the recipient. Nonetheless, Canadians also want such an important medium
of communication to be reasonably safe and secure from criminal abuse. This would
necessarily include an understanding that a person in receipt of a "criminaf' message will
be able to freely share it with the authorities and expect a timely response from law
enforcement.

47.

Insofar as the nonnative approach is an aspirational quality, consider that Canadians are
well aware of online predatory crime and expect to know if their child has been a target.
Parents may supervise their children's internet use or trust that the child will inform them.
A young person may tell a friend about disturbing messages. The point is, Canadians are
aware of the dangers lurking on the internet. There is an increasing probability that

"criminaf' communications will be brought to the attention of the police.

From a
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normative perspective, an expectation that such messages will remain private is completely
unreasonable.
(iv)
48.

Addressing the dissent in Marakah

The anonymity associated with social media communications is reason enough to dismiss
this appeal. But if this Court goes no further, the genuine apprehension expressed by
Justice Moldaver in the Murakah dissent would remain unresolved. The abusive husband
who texts threats to his ex-wife certainly knows the recipient. The online criminal harasser
may well know his target.

That they might retain expectations of privacy in these

circumstances is irrational.

Reference:
49.

Marakah, supra, at para. [168] to [170].

Declining to recognize any reasonable expectation of privacy in "criminaf'
communications would substantially meet the concerns raised in the dissenting opinion.
Such an exception would provide law enforcement with practical guidance. The public at
large would gain a straightforward understanding of when they may or may not expect
privacy in their text-based communications.
(c) A narrow exception to the "content neutrar' analysis"

50.

The Appellant contends that the s. 8 analysis must be conducted without reference to the
contents of the electronic communications in question.

Admittedly, the majority in

Marakah did insist that a meaningful analysis must be content neutral. Nonetheless, the
Respondent respectfully asks this Court to recognize a limited exception to the "content
neutraf' analysis.

Reference:
51.

Marakah, supra, at para [48].

Over the years, the common law has developed and steadfastly guarded rules designed to
protect privacy from government intrusion. But, at the same time, the law has limited those
protections at the point when maintaining privacy may encourage and even facilitate
criminal activity.
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52.

Solicitor-client privilege is a crucial legal protection against intrusions into the private life
and choices of Canadians. This Court has determined that information shared between an
individual and his lawyer is subject to a ..very high reasonable expectation ofprivacy".

Reference:

Canada (Attorney General) v. Federation of Law Societies, l SCR 401 at

p. 403.
53.

Valued and significant though it may be, the solicitor-client privilege is still subject to
limitations based on the content of the communications exchanged.

A conversation

between a client and his or her lawyers that is itself part of the actus reus of an offence such as conspiracy -

is not privileged, nor is any communication between a lawyer and

client designed to aid in the commission of a future offence.

Reference:
54.

Descoteaux et al. v. Mienwinski, [1982] 1 SCR 860 at 881.

Similarly, the "long standing" and "absolute" protections afforded by the informer
privilege are set aside when the informant is actually engaging in conduct intended to
further criminal activity.

Reference:
55.

R. v. Durham Regional Crimestoppers Inc., 2017 SCC 45 at para [22].

Historically, no place was more important to the maintenance of personal privacy and
individual autonomy than our own homes. Yet this Court has held that the police may
forcibly enter a home if an officer has reason to believe someone inside the home is in
immediate danger.

Reference:
56.

R. v. Godoy, [1999] l S.C.R. 311.

In the examples highlighted above, the narrow exceptions exist to ensure that the right to
privacy does not itself facilitate criminal activity. The limitations exist to maintain balance.
An exception in the context of electronic communications - an exception that denies there
can be a reasonable expectation of privacy in messages that constitute a crime against the
recipient - would similarly attain balance between individual privacy and the security and
welfare of all.
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(d) Internet Luring and Online Undercover Operations
57.

To quote Justice Doherty. the internet "is a medium in which adults can engage in
anonymous, low visibility and repeated contact with potentially vulnerable children. The
Internet can be a fertile breeding ground for the grooming and preparation associated with
the sexual exploitation of children by adults."

Reference:
58.

R. v. Alicandro, 2009 ONCA 133 at para. [36].

Aside from sexual predation. the internet is misused to facilitate an array of criminal
activity, including fraud, harassment and threats of physical harm. Law enforcement has
been compelled to respond. This Court has recognized that "as crimes become more
sophisticated so too must be the methods employed to detect their commission."

Reference:
59.

R. v. Mack, [1988] 2 SCR 903 at para. [16].

In response to the rise of internet luring, police commonly rely on undercover techniques
in order to use the same anonymity that otherwise shields online criminals as a mean to
capture them. There are few alternatives. The police cannot depend on young people to
report these offences; indeed, most children will know enough to terminate any online
conversation as soon as it begins to feel uncomfortable. However, the children who do
exchange messages with online predators become vulnerable marks for exploitation.

60.

This type of undercover operation was foreseen by Parliament when s. 172.1 of the
Criminal Code was drafted.
"In structuring the provision as it did, Parliament recognized that the
anonymity of an assumed online profile acts as both a shield for the
predator and a sword for the police. As a shield, because it permits
predators to mask their true identities as they pursue their nefarious
intentions; as a sword (or, perhaps more accurately, as a barbed weapon
of law enforcement), because it permits investigators, posing as children, to
cast their lines in Internet chat rooms, where lurking predators can be
expected to take the bait - as the appellant did here. "

Reference:

R. v. Levigne, [2010] 2 S.C.R. at para. [25].
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61.

Online undercover operations have proven to be effective. The following Supreme Court
of Canada and appellate cases featured use of the same technique:

R. v. Levigne, supra

R. v. Chiang, 2012 BCCA 85
R. v. Murphy, 2014 ABCA 409
R. v. Jarvis, 2006 ONCA
R. v. Folino, 2005 ONCA
R. v. Bayat, 2011 ONCA 778
62.

The Appellant assails the undercover nature of the investigation, arguing that it involves

"police officers assuming false identities to gather incriminating evidence that would not
have existed ifnot for the undercover investigation." But this is the essence of undercover
police work in any context; officers employ subterfuge so that criminals may be persuaded
to reveal information of their illegal activities.

Reference:
63.

Appellant's Factum, para. 72.

For instance, in R. v. Roy the British Columbia Court of Appeal had to determine whether
an undercover operation was in breach of s. 8 of the Charter. Police officers were posing
as drug dealers. The accused invited them into his home and showed them money and
drugs. The observations of the undercover officers were later used to support a search
warrant in relation to the home. In these circumstances, the full Court agreed that "no

violation of any privacy interest of the appellant can be said to have occurred...... Police
do not require authorization to use infomzation they properly obtain through undercover
operations." An application for leave to appeal to this Honourable Court was dismissed.

Reference:
64.

R. v. Roy, 2010 BCCA 448, para. (31] and (32].

Historically, this Court has given the police considerable latitude in the conduct of
undercover investigations. Intervention is mandated only if a court is satisfied that police
conduct is "so shocking as to justify the judicial branch of the criminal justice system in

feeling that, short of disassociating itself from such conduct through rejection of the
statement, its reputation and, as a result, that of the whole justice system would be brought
into disrepute".
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Reference:
65.

Rothman v. the Queen, [1981) 1 SCR 640 at 696.

Cst. Hobbs employed a relatively passive investigative technique. He opened a Facebook
account in the name of a 14 year old girl; he did not actively seek friends nor initiate
communications with anyone. His actions were hardly oppressive or aggressive.

Summary
66.

The Newfoundland and Labrador Court of Appeal did not err. In the climate of anonymity
that can exist on social media platforms, the Appellant does not maintain a reasonable
expectation of privacy over messages sent to someone he does not know.

67.

Nonetheless, this case presents this Honourable Court with the opportunity to go a step
further and clarify that there can be no reasonable expectation of privacy over text-based
messages that constitute a crime against the recipient. This would be consistent with s. 8

Charter jurisprudence. There are precedents for such exceptions in the context of other
privacy-based rights and privileges.

68.

The online undercover operation conducted in this case is a reasonable and necessary
means of policing the internet. Talcing this tactic from the law enforcement toolkit would
permit criminals to wander the internet, in search of victims without worry of detection.

Issue #2 - Did the seizure of the communications breach s. 8 of the Charter?
Introduction - The Application of Part VI
69.

Part VI of the Criminal Code of Canada governs the interception of private
communications. Unless law enforcement contemplate or employ an "intercept", judicial
authorization under Part VI is not required.

70.

In R. v. Jones, this Honourable Court stressed that whether or not a Part VI authorization
is required "comes down to the specific investigative technique used by the police, and

whether that technique constitutes an interception of private communications."

Reference:

R. v. Jones, [2017] 2 SCR 696 at para. [78].
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71.

The undercover officer in this case did not "intercept" the Appellants text messages and
emails. There are three related reasons for this conclusion:
(a) The officer obtained the messages by way of the normal communication process;
(b) The officer did not use an intrusive surveillance technology to gain access to those
communications; and,
(c) The texts and email messages were not recorded surreptitiously.

(a) The normal communication process
72.

The Newfoundland and Labrador Court of Appeal correctly held (in the context of text
messaging) that "where there is direct communication between two people, the intended

recipient cannot be characterized as having 'intercepted' a communication meant for that
person".
Reference:
73.

Mills, supra, at para. [13].

Cst. Hobbs received the messages in the normal and usual course of the online
communication process. When the Appellant hit the send button on his computer, he
recorded the text on the media platform of Facebook or the email service provider. The
officer operating Leann's Facebook account could read the message immediately and
thereafter any time he wished from any computer with internet access. In other words, the
police did not "intercept" messages, but obtained the recorded texts in the very same
manner as any other Facebook or email account user.

74.

In declining to broaden the term "intercept" beyond its ordinary meaning, the Court of
Appeal followed the reasoning of this Court in Telus; an investigative technique that
capture texts from the service provider's computer or "directly from the communication

process" is an "intercept". The decision of the Court of Appeal gained additional support
from Jones, where a majority of this Court held that ..the word 'intercept' denotes an

interference between the sender and the recipient in the course of the communication
process".
Reference:

R. v. TELUS Communications Co., [2013} 2 SCR 3 at para. [42].
Jones, supra, at para. [69].
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(b) The absence of intrusive surveillance technology
75.

Another hallmark of an "intercept" is the state's use of intrusive surveillance technology
to capture communications in real time. This was emphasized in Jones, where the majority
stated that "Part VI is particularly concerned with regulating the use of intrusive

investigation technologies and their impact on citizens' privacy, not the protection of
private communications at large".
Reference:
76.

Jones, supra, at para. [60].

In this case, the investigator did not use an intrusive surveillance technology. Cst. Hobbs
opened a Facebook account and then an email account. Messages were later exchanged on
the Facebook social media platform and via email. There were no intervening surveillance
technologies used to obtain the texts and emails.

77.

The Appellant insists that the Snag-it screen capture software actually intercepted the
communications. But the officer had obtained those texts by way of his Facebook and
email accounts before he made copies using Snag-it. He testified that he used the Snag-it
software for the purposes of continuity; that is, he was seeking to organize the
communications according to date and time.

Reference:
78.

Testimony of Cst. Hobbs, supra, Tab 2, p. 11, 11. 1-2.

The Newfoundland and Labrador Court of Appeal correctly held that the Snag-it software
was not the means by which the officer came into possession of the message; the screen
captures were merely an electronic record of received communications. There is no
practical difference between printing a copy of the communication and taking an electronic
copy using Snag-it; no reasonable person would suggest that employing a printer to create
a hard copy of a received message is an act of interception.
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(c) The text messages and emails were not surreptitiously recorded
79.

The purpose of Part VI is to protect Canadian citizens from the state's capacity to
surreptitiously record electronic communications.

80.

The Duarte decision compelled Parliament to include one-party consent authorization
provisions in Part VI. Justice Laforest, the author of the majority ruling, focused on the
danger of surreptitious recordings:
" ... it is fair to conclude that if the surreptitious recording of private
communications is a search and seizure within the meaning of s. 8 of the
Charter, it is because the law recognizes that a person's privacy is intruded
on in an unreasonable manner whenever the state, without a prior showing
of reasonable cause before a neutral judicial officer, arrogates to itself the
right surreptitiously to record communications that the originator expects
will not be intercepted by anyone other than the person intended by its
originator to receive them, to use the language of the Code. "

Reference:
81.

R. v. Duarte, [1990] 1 SCR 30 at p. 46.

Clearly, the undercover officer was not surreptitiously recording the Appellant's chat
messages and emails. The Facebook platform and the email server automatically saved a
copy. That is an inherent operational feature of the technology involved. Every reasonably
informed person is aware of this. In fact, it would be more accurate to state that the
Appellant himself produced the recording every time he chose to send Leann a message or
email.
Summary

82.

The undercover officer did not "intercept'' the Appellant's electronic communications.
The investigative technique involved does not bear the defining characteristics of an
interception. The officer received the messages in the normal communication process,
without using intrusive surveillance technologies and he was not recording the Appellant's
texts and emails surreptitiously.

83.

Further, to quote the Court of Appeal, "that the recipient is a police officer cannot change
the nature of the communication or transform a receipt by the intended recipient into an
interception".

The Appellant insists otherwise, yet offers no precedent to support the
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implication that the tenn "intercept" should include any means by which the state comes
into possession of electronic communications. Again. this Court clarified in Jones that Part
0

VI specifically regulates the use of intrusive investigation technologies but not the
protection ofprivate communications at large".
Reference:

84.

Mills, supra, at para. [14).
Jones, supra. at para. (60).

Part VI has no application to the investigative technique used by the officer in this case.
and he did not need to obtain a judicial authorization to receive and maintain the
Appellant's communications.

Issue #3 - Ifs. 8 were breached, what is the appropriate remedy?
The Cl,arter Remedy

85.

The trial judge conducted the appropriate analysis under s. 24(2) of the Charter. The
investigator did act on good faith. As noted above. that type of undercover operation is
commonly used by police officers across Canada. Cst. Hobbs would have had no reason
to expect that he was breaching the Appellant's rights under s. 8.

86.

Further, if the Appellant did have a reasonable expectation of privacy, it was significantly
limited in the circumstances.

87.

Final!y, evidence of the online communications proves the substance of the charges against
the Appellant. The trial judge was correct in finding that the admission of this evidence in
the context of a charge of internet luring would not bring the administration of justice into
disrepute.

PART IV - SUBMISSIONS WITH RESPECT TO COSTS
88.

The Respondent does not seek costs and further submits that this is not one of those rare
criminal cases where costs should be awarded against the Crown.
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PARTV-ORDERSOUGHT
89.

The Respondent respectfully requests that the appeal be dismissed.

DATED at St. John's, Newfoundland and Labrador, this 4 th day of May, 2018.

LLOYD M. STRICKLAND
Counsel for the Appellant,
Her Majesty the Queen in Right of the
Province of Newfoundland and Labrador
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Part VII - Statutes, Regulations, Rules, etc.
1.

Supreme Court Act, R.S.C., 1985, c. S-26

172.1(1) Every person commits an offence who, by 172.1(1) Commet une infraction quiconque
a means of
telecommunication,
communique au moyen d'un ordinateur au sens du
paragraphs 342.1 (2) avec:
communicates with
(a) a person who is, or who the accused believes a) une personne agee de moins de dix-huit ans ou
is, under the age of 18 years, for the purpose of qu'il croit telle, en vue de faciliter la perpetration
facilitating the commission of an offence with son egard d'une infraction visee au paragraphe
respect to that person under subsection 153(1 ), 153(1), aux articles 155 ou 163.1, aux paragraphes
section 155, 163.1, 170, 171 or 279.011 or 212(1) ou (4) ou aux articles 271,272 ou 273;
subsection
279.02(2),
279.03(2),
286.1 (2), b) une personne agee de moins de seize ans ou
286.2(2) or
286.3(2);
qu'il croit telle, en vue de faciliter la perpetration
(b) a person who is, or who the accused believes son egard d'une infraction visee !'article 280;
is, under the age of 16 years, for the purpose of c) une personne agee de mains de quatorze ans
facilitating the commission of an offence under ou qu'il croit telle, en vue de faciliter la perpetration
son egard d'une infraction visee aux articles 151
section 151 or 152, subsection 160(3) or 173(2) or
section 271, 272, 273 or 280 with respect to that ou 152, aux paragraphes 160(3) ou 173(2) ou
person; or
!'article 281.
(c) a person who is, or who the accused believes
is, under the age of 14 years, for the purpose of Presomption
facilitating the commission of an offence under (3) La preuve que la personne visee aux alineas
section 281 with respect to that person.
(1 )a), b) ou c) a eta presentee l'accuse comma
ayant moins de dix-huit, seize ou quatorze ans,
Presumption re age
selon le cas, constitue, sauf preuve contraire, la
(3) Evidence that the person referred to in preuve que l'accuse croyait, au moment de
paragraph (1 )(a), (b) or (c) was represented
to !'infraction presumee, qu'elle avait moins que cet
the accused as being under the age of eighteen age.
years, sixteen years or fourteen years, as the
case may be, is, in the absence of
evidence
to the contrary, proof that the accused believed that
the person was under that age.

a

a

a

a

a

a

