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PART 1: OVERVIEW AND STATEMENT OF FACTS
A.

1.

Overview

This appeal raises the question of whether the fruits of a search can be used to justify an
unreasonable privacy violation where the offence in question is odious and the police
occupy the moral high ground.

2.

The facts of this case should be viewed through the evolutionary lens of Duarte, Wong,
Telus, Marakah and Jones, as these cases intersect with Hart, 1 to appreciate why privacy
interests surrounding online "instant chat" communications in the context of covert,
proactive undercover police operations require prior judicial authorization in situations
where law enforcement agencies use intrusive electronic investigative techniques to snare
unsuspecting private citizens who are unaware they are communicating directly with law
enforcement agencies. Further, it provides an opportunity to confirm the analogous nature
of telecommunications and voice communications.

3.

The Court of Appeal ofNewfoundland and Labrador erred in finding that the Appellant did
not have a reasonable expectation of privacy in the communications in question and in
concluding that Part VI of the Criminal Code was not engaged in the circumstances of this
case. Specifically, it misinterpreted the term "interception" as it applies to "one party
consent" situations. As a result of these errors, it erred in failing to find that the Appellant's

1

R. v. Duarte, [1990] 1 S.C.R. 30; R. v. Wong, [1990] 3 S.C.R. 36; R. v. Telus Communications Co., (2013) S.C.R.
3; R. v. Marakah , [2017] SCC 59;R. v. Jones , (2017) SCC 60; andR. v. Hart , (2014] 2 S.C.R. 544.

2

section 8 Charter rights had been violated and failing to consider the Appellant's section
24(1) and 24(2) Charter arguments.

4.

The Court of Appeal also erred in failing to appreciate the significance of fact that one of
the parties to the electronic communication was the state, communicating for the sole
purpose of carrying out a covert, proactive investigation, as opposed to two private citizens
communicating between themselves.

5.

Starting with Duarte and Wong, and following the reasoning set out in Marakah and

Jones, the inevitable conclusion is that the police action in this case was an interception of
private communication that required prior judicial authorization pursuant to the "one party
consent" provision of section 184.2 of Part VI of the Criminal Code .

6.

To conclude otherwise would amount to a reversal of Duarte and Wong. Further, the Court
of Appeal's refusal to find that this case should receive special scrutiny by virtue of the
involvement of the state rather than private individuals sets a dangerous precedent that sets
back the longstanding warrant requirement process. In taking this type of "hands off'
approach, the Court of Appeal ignored the fundamental purpose of section 8 and risked
creating a situation whereby online undercover investigations could be conducted in the
type of"legal vacuum" this Court warned against in Hart.

3

Statement of Facts

B.

i)
7.

The Child Luring Sting Operation

The Appellant, Sean Mills, was charged on May 24, 2012 with four counts of child luring,
contrary to section 172.1(1) of the Criminal Code .

8.

On February 28, 2012, Constable Greg Hobbs of the Royal Newfoundland Constabulary
(RNC) created a Hotmail account for a fictitious person, "Leann Power," with a date of
birth ofNovember 4, 1997. On March 12, 2012, Constable Hobbs created a Facebook
profile for "Leann Power." Constable Hobbs did not make any "friend" requests for his
Facebook page but accepted several friend requests from individuals elicited by the fact
that Holy Heart of Mary High School was listed as "Leann's" high school. He received
further friend requests from other individuals who were friends of the people he had
already agreed to "friend" and added them to his Facebook page.

9.

On March 20, 2012 Constable Hobbs received a Facebook message from the Appellant
asking about the profile picture. On March 21, 2012, Constable Hobbs responded to the
Appellant as "Leann" and asked which person he was in the pictures on his Facebook page.
The Appellant responded.

10.

It would have been apparent to the Appellant as of March 22, 2012 that "Leann" was 14

years old. 2

2

Exhibit GH#l: Face book Chat (Leann Power): Appellant 's Record , Tab 11 , p. 67.

4
11.

Between March 22, 2012 and May 22, 2012 the Appellant and "Leann Power"
corresponded via Facebook Messenger, Facebook's instant messaging system, and through
Hotmail email . All of the correspondence, except one message, dated April 6, 2012, which
was posted in the Appellant's public Facebook "wall," were private messages. None ofthe
messaging took place in "chat rooms."

12.

On March 26, 2012, Constable Terry Follett of the RNC created a Hotmail account for a
fictitious person, "Julie Brown," with a date ofbirth ofMarch 1, 1998.

13.

Between March 27, 2012 and May 11, 2012, the Appellant and "Julie Brown"
corresponded through Facebook Messenger and Hotmail email.

14.

The Appellant contemplated privacy in his communications as he specifically asked the
recipients to delete them to ensure no third party would gain access to their contents. He
also removed the only public posting made by "Leann" on April 6, 2012. 3

15 .

All ofthe Appellant's communications were recorded by the undercover police officers
using a computer program called '"Snagit". "Snagit" allowed police to capture the contents
of the messages by taking "screenshots" of them and recording them to the police file.

16.

No other copies of the "chats" were maintained by either Constables Hobbs or Follett. The
materials were deleted from the RNC hard drive once the investigation was complete. The

3

See Exhibits GH#l: Facebook Chat (Leann Power): Appellant's Record, Tab II, p. 86; Exhibit GH#3: Hotmail
Mail (Leann Power): Appellant's Record, Tab 13, p. 134; and TF#2, Hotmail Messages from Julia Brown:
·
Appellant's Record, Tab 15, p. 225.

5
Facebook accounts of both "Leann Power" and "Julie Browne" were deactivated and
deleted immediately following the arrest of the Appellant. Therefore, the only copies of the
communications that existed at the time of trial were those recorded by "Snagit."

17.

Through their participation in these communications, the undercover officers gained access
to a cell phone number and Motor Vehicle Registration information, including a residential
address and date of birth. They used this information to conduct CPIC and ICAN checks.
They also obtained IP addresses alleged to be associated with two separate computers. This
information was also captured using the "Snagit'" program.

18.

On May 21, 2012, a meeting was arranged between "Leann Power" and the Appellant for
the following day at a local park. Constable Hobbs arrested the Appellant when he arrived
at the park.

19.

On May 23, 2012, Constable Follett requested the subscriber information for the cell phone
number provided in the messages from the RNC Technical Services. The Appellant's name
and address were returned .

20.

On May 23, 2012, Constable Hobbs requested subscriber information from Bell Aliant, an
internet, phone and data service provider, in relation to the two IP addresses. This
information was provided without a production order.

6
21.

On May 25, 2012, Constable Hobbs obtained a search warrant pursuant to section 487 of
the Criminal Code in relation to two computer systems located at the address obtained via
a Motor Vehicle Registration search, using the information referenced above.

22.

The subsequent search of the computer provided information relied on by the Crown at
trial to prove the identity of the Appellant. This included, among other things, a resume,
school projects and email addresses. Fragments of two of the instant chats were recovered
from the recycling bin on the computer.

23.

The contents ofthe above-noted communications, as recorded using "Snagit," were the
primary basis for the reasonable grounds set out in the Information to Obtain ("ITO") the
search warrants.4

ii)
24.

The Trial Judge's Decision Finding a Breach

The trial judge found that the police should have obtained prior Judicial Authorization or a
General Warrant, pursuant to Part VI of the Criminal Code, before seizing the electronic
chats and that the use of the "Snagit" program to capture personal information from the
Appellant's computer constituted an additional seizure contrary to section 8 of the Charter.

25 .

The trial judge ruled that the evidence was obtained in a manner contrary to section 8 of
the Charter but did not exclude the evidence pursuant to section 24(2). The Appellant was
convicted of one count ofluring in relation to "Leann Power," acquitted of the charges in

4

Infom1ation to Obtain a Search Wanant and Search Wan·ant: Appellant's Record, Tab 10.
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relation to "Julie Brown" and the remaining charge was stayed. In recognition of the fact
that the Appellant's section 8 rights had been breached, the Trial Judge invoked section
24(1) to reduce a fourteen month sentence to a twelve month sentence.

26.

The trial judge did not address the Appellant's submission that the evidence that was
unconstitutionally obtained as a result of section 8 Charter breaches should be excised
from the ITO.

iii)

27.

Court of Appeal Decision Reversing the Trial Judge's Decision

The Court of Appeal ruled that Part VI of the Criminal Code did not apply to the
circumstances of this case. The Court stated that an interception requires the involvement
of a third party, and in this case, the only parties were the Appellant and the undercover
officer. The Court ruled, "Where there is direct communication between two people, the
intended recipient cannot be characterized as having 'intercepted' a communication meant
for that person." 5

28.

The Court of Appeal ruled that the use of "'Snagit"' "did not affect the manner in which
Mr. Mills' communications came into the officer's possession." It found that the "program
is simply a means to retain a record of the communications" and that "making a copy of a
received message, either on paper or electronically, could not, on that basis, be
characterized as an interception." 6

5

R. v. Mills, 20 I 7 NLCA I 2, [20 I 7] N.J. No . 55, para. I 3: Appellant's Record, Tab 5.

6

lbid.,para.l8.

8

29.

The Court of Appeal further ruled that section 8 was not otherwise engaged because any
subjective expectation of privacy the Appellant had was not objectively reasonable. The
Court stated,
Mr. Mills was using electronic social media to communicate and share
information with a person he did not know and whose identity he could not
confirm . On an objective analysis, as the sender of such communications, Mr.
Mills must have known that he lost control over any expectation of confidentiality
that he appears to have hoped would be exercised by the recipient of the
messages. He took a risk when he voluntarily communicated with someone he did
not know, a person he was not in a position to trust. 7

30.

Due to the Court of Appeal's findings in relation to section 8, it did not address the
Appellant's arguments in regard to sections 24(1) and (2).

PART II: QUESTIONS IN ISSUE
31 .

This case raises the following issues:
i)

Did the Appellant have a reasonable expectation of privacy in the communications?

ii)

Did the seizure of the communications breach section 8 ofthe Charter?

iii)

If section 8 were breached, what is the appropriate remedy?

PART III: STATEMENT OF ARGUMENT
A.
32.

Breach of Section 8
In Marakah and Jones this court adopted a holistic approach to electronic communications
that focused on the protection of privacy interests relating to conversations and not on
whether the accused was a recipient or a sender or the nature of the content of the
communications.

7

R. v. Mills, supra note 5, pam 23 .

9

Reasonable Expectation of Privacy

i)

33 .

Section 8 of the Charter applies when a person has a reasonable expectation of privacy in
the subject matter of the search or seizure or information to which the search or seizure
provides access.

34.

Since Marakalt, there can be no doubt that the Appellant had a reasonable expectation of
privacy in the instant messages. For the majority, Chief Justice McLachlin stated that the
assessment of whether a person enjoys a reasonable expectation of privacy must be based
on the totality of the circumstances, the analysis of which is guided by the four lines of
inquiry articulated in R. v. Spencer, [2014] 2 S.C.R. 212 :
i)

The subject matter of the search;

ii)

The claimant's direct interest in the subject matter of the search;

iii)

The claimant's subjective expectation of privacy in the subject matter of the search;
and

iv)

35 .

Whether the subjective expectation of privacy was objectively reasonable.8

With regard to the first line of inquiry, it is well settled, based on Telus, Marakalt, and

Jones, that the subject matter in question is the electronic conversation itself, not the copy
of the message stored on the sender's device, the service provider's server or on the
recipient's device. 9 In Marakah Chief Justice McLachlin ruled that the electronic
conversation includes, not only the content of the communications, but also the existence

8

R. v. kfarakah, supra note 1, paras. 10 and 11

9

Ibid., para. 17; R. v. Telus Commzmicalions Co., supra note 1, paras. 5, 40; R. v. Jones, supra note 1, para. 14.

10

ofthe communications, the identities of the participants, the information shared and any
inference about associations and activities that can be drawn from that information.10

36.

It is clear that the Appellant, as a participant in the conversation and the author of evidence
the Crown introduced against him, had a direct interest in the subject matter of the search. 11

37.

In Marakah, this Court confirmed that "the subjective expectation requirement has never

been 'a high hurdle"' .12 Further, the Appellant's subjective expectation of privacy in the
instant case was clear:
i)

All (but one) of the electronic communications took place via private email and
messaging systems. They did not take place on the Appellant's public Facebook page
or in "chat rooms" ;

38.

ii)

The Appellant asked that the conversations be deleted; and

iii)

The Appellant deleted the only public posting.

Further, the Appellant's expectation of privacy was objectively reasonable based on the
following factors set out in Marakalt :
i)

The place searched
In Marakah Chief Justice McLachlin found that the "interconnected web of devices
and servers creates an electronic world of digital communications that, in the 21st
century, is every bit as real as physical space." She stated that when we are involved

10

R. v. Marakah, supra note 1, pnra. 20.

11

Ibid. , para. 21 .

12

Ibid, para. 22.

11

in sending and receiving text communications, we "may be viewed as having
appropriated a comer of this electronic space for our own purposes", where we
"seclude ourselves and convey our private messages, just as we might use a room in
a home or an office to talk behind closed doors." 13 She concluded, "If the place of the
search is viewed as a private electronic space accessible by only Mr. Marakah and
Mr. Winchester, Mr. Marakah's reasonable expectation of privacy is clear." 14

In the instant case, the instant communications, and hence the search, took place in
"a private electronic space," accessible only by the parties involved, as opposed to
via public social media postings. Thus, the Appellant' s reasonable expectation of
privacy in that space is clear.

ii)

The private nature of the information
The instant messages revealed details of the Appellant's lifestyle and information of
a biographic nature. The fact that the messages suggested that the Appellant was
involving in wrongdoing is irrelevant to the question of whether he had a reasonable
expectation of privacy in the messages.15

13

R. v. Marakah, supra note I, para. 28.

14

Ibid., para. 54.

15

In R. v. Wong Justice LaForest explained,
If reliance were to be placed on such ex post facto reasoning, and the courts to conclude that persons who
were the subject of an electronic search could not have had a reasonable expectation of privacy because the
search revealed that they were in fact pe1fonning a criminal act, the result would inevitably be to adopt a
system of subsequent validation for searches. Yet it was precisely to guard against this possibility that this
Court in Hunter v. Southam Inc ... .stressed that prior authorization, wherever feasible, was a necessary precondition for a valid search and seizure [R. v. Wong, supra note 1, pp. 49-50].

12

iii)

Control
In Marakah , Chief Justice McLachlin stated that individuals exercise meaningful
control over the information they send via text messages by making choices about
how, when, and to whom they disclose the information.

She further reiterated the findings made in Duarte twenty-seven years ago that
control is not an absolute indicator of a reasonable expectation of privacy and that the
risk that the recipient will disclose the information in question does not negate
control. She explained, "To accept the risk that a co-conversationalist could disclose
an electronic conversation is not to accept the risk of a different order that the state
will intrude upon an electronic conversation absent such disclosure." In support of
this statement, she cited the following from Duarte : "[T]he regulation of electronic
surveillance protects us from a risk of a different order, i.e., not the risk that someone
will repeat our words but the much more insidious danger inherent in allowing the
state, in its unfettered discretion, to record and transmit our words" .16 She concluded,
"Therefore, the risk that a recipient could disclose an electronic conversation does
not negate a reasonable expectation of privacy in an electronic conversation." 17

Fmiher, at para. 48 of R. v. Marakah, supra note l, Chief Justice McLachlin stated that " the fruits of the search
cannot be used to justify an unreasonable privacy violation. To be meaningful , the s. 8 analysis must be content
neutral."
16

R. v. Duarte, supra note I at p. 44, cited in R. v. Marakah, supra note l, para. 40.

17

R. v. Marakah, ibid., para. 40

13

39.

The Court of Appeal erred in suggesting that the nature of the communications were such
that they could not attract a reasonable expectation of privacy .18 This position is clearly
contrary to this Court's jurisprudence. In Telus this Court recognized that text messages
attract a reasonable expectation of privacy:
For many Canadians, text messaging has become an increasingly popular form of
communication. Despite technological differences, text messaging bears several
hallmarks of traditional voice communication: it is intended to be conversational,
transmission is generally instantaneous, and there is an expectation of privacy in
the communication.
[ ... ]

Text messaging is, in essence, an electronic conversation. The only practical
difference between text messaging and the traditional voice communications is
the transmission process. This distinction should not take text messages outside
the protection of private communications to which they are entitled in Part VI.
Techn ical difTerences inherent in new technology should not determine the scope
of protection afforded to private communications .19

40.

Further, in Marakah, this Court made it clear that "text messaging" "can also describe
various other person-to-person electronic communications tools, such as Apple iMessage,
Google Hangouts, and BlackBerry Messenger."20 This definition would clearly encompass
the instant messaging and email used in the instant case.

41.

Likewise, the Court of Appeal's findings that the Appellant's expectation of privacy was
not objectively reasonable on the bases that 1) the Appellant did not know with whom he
was communicating and 2) he had lost control over the message once they were sent run
directly contrary to the findings set out by the majority, minority and dissent in Marakah.

18

R. v. Mills , suprn note 5, paras. 23 and 24

19

R. v. Te/us Communicaliom Co., supra note 1, paras. 1 and 5

20

R. v. 1Harakah, supra note I, pnra. 18.

14
Rather than adopt this Court's conclusions that text messages are akin to real time oral
conversations, the Court of Appeal treats an electronic communication as though it were a
message in a bottle left adrift to be discovered in parts unknown by no one in particular and
anyone in general.

42.

For the majority, in Marakah, Chief Justice McLachlin stated,
The cases are clear: a person does not lose control of information for the purposes
of s. 8 simply because another person possesses it or can access it. Even where
"technological reality" (Cole, at para. 54) deprives an individual of exclusive
control over his or her personal information, he or she may yet reasonably expect
that information to remain safe from state scrutiny .2 1

43 .

In his minority judgment, Justice Rowe stated, " ... text messages are akin to a digital
conversation. The modalities of texting inherently limited Mr. Marakah in his capacity to
exercise control over the record of his conversations with Mr. Winchester. This alone
should not be fatal to his reasonable expectation ofprivacy ." 22

44.

Justice Moldaver, in dissent, found that Mr. Marakah did not have a reasonable
expectation of privacy in the text messages found on his co-accused's phone because he
did not exercise control over them . However, he recognized the difference between police
accessing messages after they have been sent and police intercepting and recording them
while they are in the transmission process:
It is beyond question that Mr. Marakah had a reasonable expectation of personal
privacy in the text message conversations while they were in the process of
transmission to Mr. Winchester' s phone. In that context, Mr. Marakah had control
over the circumstances in which he was communicating with Mr. Winchester. He

21

R. v. Marakah, supra note 1, para. 41 .

22

Ibid. note 1, para. 87.

15

reasonably assumed that, in conversing with Mr. Winchester through text
messaging, he was communicating only to Mr. Winchester. In these
circumstances, it was reasonable for him to expect that his text message
conversations with Mr. Winchester would not be clandestinely intercepted.
As indicated, if the police had intercepted the conversations at that stage, Mr.
Marakah would have had standing to challenge the search of Mr.
Winchester's phone under s. 8 of the Cltarter.23
He further stated, " ... despite the reality that someone may share information from a
conversation after it is complete, it is still reasonable for people to expect that their
private conversations will not be covertly intercepted and recorded ." 24

ii)
45 .

Application of Part VI
The search and seizure of the messages in this case was unreasonable as it was conducted
in the absence of judicial authorization, which is required under Part IV of the Criminal
Code . Section 184.1(1) allows an agent of the state to intercept a private communication,

by means of an electro-magnetic, mechanical or other device, where either the originator of
the communication or the person intended to receive it has consented to the interception.
Section 184.2(1) allows a person to intercept a private communication, by means of an
electro-magnetic, mechanical or other device, where either the originator of the
communication or the person intended to receive it has consented to the interception and
judicial authorization has been obtained.

23

R. v. Jvfarakah, supra note 1, para. 146 [emphasis added].

24

lbid., para. 163.

16

46.

In Telus, this Court made it clear that the seizure of prospective electronic conversations
between two private individuals constituted an "interception" as defined by section 183 of
the Criminal Code and hence a Part VI authorization was required to seize these messages.

47.

The issue in this case is whether the recording of the messages between the undercover
officers and the accused was an interception, or whether the analysis in Telus differs when
the state is a participant in the communications.

48.

The Appellant submits that the use of"Snagit" to capture the messages fits within the
definition of "intercept" in section 183 of the Criminal Code as this program recorded and
acquired the substance of the texts .

49.

In Telus this Court recognized that text messaging is, in essence, the modem-day version
of a telephone conversation. Using this analogy, " Snagit" technology is the modem-day
wiretap. Such technology, be it a wiretap or "Snagit," should require judicial preauthorization.

50.

In this case, the Trial Judge conducted a fulsome analysis in his decision finding that prior
judicial authorization was required . His thorough review of the law, which predated

Marakah and Jones, relied heavily on the evolution from Duarte to the enactment of
section 184.2. He correctly relied on Telus to conclude that the text messages and emails
were private communications. The Trial Judge properly rejected the Crown argument
based on risk analysis.

17

51.

The Trial Judge was correct in concluding that Part VI of the Criminal Code applies to the
"instant chat" messages in question. He correctly observed that sections 184.1 and 184.2 of
the Criminal Code use the word "intercept" even where it is a party to the communication
that is the recorder. Further, to "intercept" includes to "record" and the use of a recorder,
"Snagit," constituted an "interception," as it acquired the contents of the instant messages
in a permanent form.

52.

While, at paragraph 26, the Trial Judge suggests that electronic communications are
distinct from voice communications because they are automatically recorded on the
recipient's computer, this was not true of this case. The only copies of the conversation
were those recorded by "Snagit". No other copies existed. The Facebook accounts were
deactivated and deleted as soon as the investigation was completed.

53.

Ultimately the Trial Judge concluded that as ofMarch 22, 2012, when the age of"Leann
Power" was obvious, the police should have obtained judicial authorization. At paragraph
44 he stated:
In this case, Constable Hobbs was aware of Mr. Mills and his potentially
inappropriate interest in a 14 year old girl on the 22nd of March. It was at that
point when Mr. Mills was identified as the target that he should have sought
authorization. For the purposes of this decision, I find that he should have
obtained an authorization pursuant to section 184.2 and a general warrant. It
seems clear that the 184.2 authorization was necessary to capture the chat and
email communications and the general warrant for the Facebook page and
photographs and to perform the additional data searches. The surveillance
continued without authorization for a period two months. I find that as a result
there is a breach of his section 8 rights. 25

25

R. v. lvfills, [2013] N.J. No 395, 297 C.R.R. (2d) 85, para. 44: Appellant's Record, Tab 1.

18
54.

The Court of Appeal's characterization of the communication as a direct communication
between two parties, where the intended recipient could not have been characterized as
having "intercepted" the communication, and its conclusion that an "interception" requires
the involvement of a third party, runs contrary to the finding in Duarte that there is no
logical distinction between third party electronic surveillance and "participant" electronic
surveillance, wherein one of the involved parties has consented to the communications
being recorded.

55.

That the Court of Appeal could reverse the Trial Judge's decision without mention, much
less analysis, of Duarte, Wong and Telus clearly warrants judicial review. That its
decision runs contrary to this Court's decisions in Marakah and Jones, leads to the
inevitable conclusion that it must be overturned .

56.

In Duarte this Court confirmed the existence of important protections for individuals
against state action through ruling that the interception of private communications by an
agent of the state, even with the consent of one party, required prior judicial authorization.
Following Duarte, these protections were confirmed by the legislature through the addition
of sections 184.1 and 184.2 to the Criminal Code. The protections provided through

Duarte and sections 184.1 and 184.2 would be rendered essentially meaningless ifthe state
were able to bypass them by creating a ruse wherein the "intended recipient" does not exist
and an individual unwittingly provides self-incriminating evidence directly to the police,
which is surreptitiously recorded and stored.

19

57.

In the recent case of Jones, this Court concluded that the interpretation of interception in
Part IV as "a prospective concept of authorization relating to communications not yet in
existence," 26 accords with Part IV's purpose, which is to protect citizens against intrusive
police surveillance:
This understanding of "intercept" coheres with Part VI's overall purpose.
Recall that the policy motivating Part VI was a concern with the use of
intrusive surveillance technologies and their impact on citizens' privacy
(Duarte, at pp. 43-44). State surveillance may be continuous over a
prolonged period of time and gives the police real-time access to
information they would otherwise have to wait for, putting them in a
better position to "conduct physical surveillance and gather physical
evidence that might not be available later" (I.F. (Attorney General of
British Columbia), at para. 31). 27

58 .

In Jones, this Court distinguished between the real-time interception of information and
the disclosure of historical information stored by a service provider. In Jones, the police
had obtained a production order for historical texts stored by the service provider. While
the act of recording by the service provider constituted an interception, it was permissible
due to an exception provided for service delivery purposes under section 184(2). The
police action did not constitute a:n interception but a seizure of historical texts from the
service provider, which constituted disclosure by the service provider. The Court
determined that the texts were lawfully seized by virtue of the production order.

59.

This case is distinguishable. The messages were prospective as the instant messages were
captured in real time. There was no production order, or any need for one, as the police

26
27

R. v. Jones, supra note 1, para. 69.
Ibid., para. 73 [emphasis added].
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had, over the course of two months, recorded each message as it was received, copied it
and saved it in a separate document.

60.

As the police were involved in real-time interception of the messages, Part IV applies, and
judicial authorization was required . As no judicial authorization was obtained, the search
and seizure of the message was unreasonable and constituted a breach of section 8.

iii)

61 .

Significance of State Involvement

Duarte drew a clear distinction between communications involving private individuals and
those involving the state and made it clear that the rationale behind providing private
communications with a high level of protection was to protect citizens against state
surveillance. The fact scenario in Duarte was similar to that of the instant case as it
involved a police operation wherein an undercover police officer and an informer
communicated with the accused, and the communications were recorded without judicial
authorization. The Court of Appeal ruled that this interception did not violate section 8
because it was done with the consent of the informer and the officer. Its rationale was that
a person who divulges a confidence always runs the risk of that the recipient will betray the
confidence 2 8

62.

This Court disagreed with this conclusion, determining that the interception of private
communications by the state, even with the consent of one of the parties, without judicial
authorization, violates section 8. In coming to this conclusion, Justice LaForest, for the

28

R. v. Duarte, s11pra note l , p. 40
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majority, differentiated between the risk of individuals divulging our private statements to
others and the danger of the state recording our words:
The rationale for regulating the power of the state to record communications that
their originator expects will not be intercepted by any one other than the person
intended by the originator to receive it (see the definition section of Pt. IV. I of the
Code) has nothing to do with protecting individuals from the threat that their
interlocutors will divulge communications that are meant to be private. No set of
laws could immunize us from that risk. Rather, the regulation of electronic
surveillance protects us from a risk of a different order, i.e., not the risk that
someone will repeat our words, but the much more insidious danger inherent
in allowing the state, in its unfettered discretion, to record and transmit our
29
words.
Justice LaForest further explained,
I am unable to see any similarity between the risk that someone will listen to
one's words with the intention of repeating them and the risk involved when
someone listens to them while simultaneously making a permanent electronic
record of them. These risks are of a different order of magnitude. The one risk
may, in the context oflaw enforcement, be viewed as a reasonable invasion of
privacy, the other unreasonable. They involve different risks to the individual and
the body politic. In other words, the law recognizes that we inherently have to
bear the risk of the "tattletale", but draws the line at concluding that we
must also bear, as the price of choosing to speak to ~mother human being, the
risk of having a permanent electronic recording made of our words. 30

63 .

In Jones, this Court stated that in Duarte, Justice LaForest made it clear that Part VI is
"particularly concerned with regulating the use of intrusive investigative technologies and
their impact on citizens' privacy, not the protection of private communications at large." 31

64.

In Duarte, Justice LaForest determined that requiring the state to obtain judicial
authorization prior to recording an individual's words struck an appropriate balance

29

R. v. Duarte, supra note 1, p. 44 [emphasis added].
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Ibid. , p. 48

31

R. v. Jones, supra note 1, para. 60.
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between protecting citizens' rights to privacy and providing the state with the requisite
tools for detecting criminal activity?

65.

2

Justice LaForest explained that he saw no logic in the fact that the Criminal Code required
judicial authorization for third-party electronic surveillance but placed no restrictions on
"participant surveillance", wherein one of the involved parties has consented to the
communications being recorded:
The question whether unauthorized electronic surveillance of private
communications violates a reasonable expectation of privacy cannot, in my view,
turn on the location of the hidden microphone. Whether the microphone is hidden
in the wall or concealed on the body of a participant to the conversation, the
assessment of whether the surreptitious recording trenches on a reasonable
expectation of privacy must tum on whether the person whose words were
recorded spoke in circumstances in which it was reasonable for that person to
expect that his or her words would be heard only by the persons he or she was
addressing. As I see it, where persons have reasonable grounds to believe their
communications are private communications in the sense defined above,
the unauthorized surreptitious electronic recording of those communications
cannot fail to be perceived as an intrusion on a reasonable expectation of
•
33
pnvacy.
He found that the Criminal Code's lack of restrictions on "participant surveillance" meant
that the police could use this practice "in their absolute discretion, against whom they wish
and for whatever reasons they wish, without any limit as to place or duration." 34 He stated,
The Charter, it is accepted, proscribes the surreptitious recording by third parties
of our private communications on the basis of mere suspicion alone. It would be
strange indeed if, in the absence of a warrant requirement, instrumentalities of the
state, through the medium of participant surveillance, were free to conduct just
such random fishing expeditions in the hope of uncovering evidence of crime or,
by the sam e token, to satisfy any curiosity they may have as to a person's views
35
on any matter whatsoever.

32

R. v. Duarte, supra note 1, p. 46 [emphasis added].
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Ibid. , p. 46.

35

Ibid., p. 48.
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66.

In Wong, a companion case to Duarte, Justice LaForest elaborated on the profoundly
negative consequences of allowing the state to surreptitiously record our words in the
absence of judicial authorization:
While there are societies in which persons have learned, to their cost, to expect
that a microphone may be hidden in every wall, it is the haJimark of a society
such as ours that its members hold to the belief that they are free to go about
their daily business without running the risk that their words will be
recorded at the sole discretion of agents of the state.
Accordingly, by the standards of privacy that prevail in a free and open society
such as our own, Duarte was entitled to claim that judicially unauthorized
participant surveillance did offend against his reasonable expectations of privacy
when he engaged in what he had every reason to believe was an ordinary private
conversation. To have held otherwise would have been tantamount to exposing
any member of society whom the state might choose to target to the same risk of
having his or her nominally private conversation become the subject of
surreptitious recordings. As explained in R. v. Duarte, supra, at p. 48, on the
logic of the Court of Appeal, despite the fact that we would have no way of
knowing whether a given interlocutor was in fact a government informer
bent on recording our words, we would be automaticaJiy presumed to waive
any claim to be protected against this intrusion on our right to privacy if it
should in fact eventuate that our words were being recorded. Such a result
would fataJiy undermine the very tenet of a free and open society that I have
just commented on, i.e., the notion that in a society such as ours the state
cannot make it its business to record nominally private conversations at its
sole discretion .
. . . as Duarte indicates, we must always be alert to the fact that modern methods
of electronic surveillance have the potential, if uncontrolled, to annihilate
privacy.36

67.

In characterizing the communications in question as direct communications between two
parties, where the recipient could not have been seen to have "intercepted" the
communications, the Court of Appeal failed to appreciate the significance of the fact that
one of the parties involved in the communications was the state.

36

R. v. Wong, supra note 1, pp. 46-4 7 [emphasis added] .
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68.

Nearly three decades ago, in the pre-digital era, in Duarte, this Court recognized the
constitutional dimensions of state agents making permanent records of communications
with civilians suspected of criminal activity and mandated constitutional privacy protection
through the requirement of warrants.

69.

The case at bar is Duarte for the digital age. Again we have state agents carrying on
conversations with suspects. However, rather than using voice or a telephone line, it is now
the modern instant message, and rather than using a tape recorder to create a permanent
record, it is now digital screen capture through "Snagit." The congruence of these
indistinguishable police efforts nearly three decades apart should mandate the same judicial
response: a requirement for judicial pre-authorization by a warrant requirement.

70.

In Wong, this Court ruled that the protections set out in Duarte must include all possible
new technologies that law enforcement can use to conduct investigations. The case at bar
demonstrates Wong's prescience as it involves one ofthe "means which technology places
at the disposal of law enforcement authorities" in the modern digital age. 37 However,
despite the clear parallels, the Court of Appeal decided this case without reference to either

Duarte or Wong .

37

R. v. Wong , supra note 1, pp. 43-44.
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iv)
71.

The Application of Hart

The Court of Appeal's failure to apply the protections ofPart IV of the Criminal Code to a
situation where an undercover police officer may surreptitiously record a citizen's words
without judicial authorization threatens to make the protections available in Part IV
irrelevant and to place online undercover investigations within the type of"legal vacuum"
that was decried in regard to Mr. Big investigations in Hart.

72.

The fact that the case at bar involves undercover police officers assuming false identities to
gather incriminating evidence that would not have existed if it were not for the undercover
investigation makes it similar to and raises issues similar to those in Hart. In Hart this
Court refused to admit a purported confession provided within the context of a Mr. Big
operation. Justice Moldaver, for the majority, expressed concern that Mr. Big operations
were conducted in a legal vacuum where the legal protections afforded to accused persons,
which are intended to place limits on the conduct of the police in their investigations, have
no application. He provided the example that the confessions rule, which is intended not
only to protect against unreliable confessions but also to prevent abusive state conduct, had
no application because the accused did not know the person he was speaking to was a
person in authority. Further, the right to counsel was rendered inapplicable as the accused
was not "detained" by the police during the operation. Justice Moldaver stated, "In my
view, the lack of an effective mechanism for monitoring the conduct of the undercover
officers who engage in these operations is problematic. The law must enable trial judges to
respond effectively to police misconduct in this context". 38

38

R. v. Hart, supra note l , paras. 79-80.
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73 .

The situation permitted by the Court of Appeal in the case at bar- the eliciting and
collecting of self-incriminating evidence from an individual who had no idea he was
communicating with persons in authority and who had every reason to believe that his
communications would be kept private, in the absence of a warrant or Charter protectionwould allow this type of investigation to operate in a legal vacuum and make it difficult for
judges to monitor and respond to police misconduct.

B.
74.

Evidence should be Excluded Pursuant to Section 24(2) of the Charter
As the Court of Appeal determined that the Appellant did not have standing to make a
section 8 claim, it did not deal with the Appellant's section 24(2) arguments.

75.

The Appellant submits that the Trial Judge's failure to exclude the messages pursuant to
section 24(2) constitutes an error in law. Although a trial judge's section 24(2) analysis is
generally afforded deference, this is not the case where there has been an error in law. As
Justice Iacobucci pointed out in R. v. Borden, [1994] 3 S.C .R. 145, a court of appeal does
not err by conducting a section 24(2) analysis anew when it is clear that the trial judge, due
to some error, has approached the matter from a fundamentally different standpoint than he
or she should have? 9

76.

The Appellant submits that had the trial judge approached the matter from the
fundamentally different standpoint, as contemplated in Hart, by viewing the situation

39

R. v. Borden, [1994] 3 S.C.R. 145, pp. 167-1 68.
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created in this case as a violation of the right against self-incrimination, one would have to
recognize that evidence obtained contrary to this fundamental principle tends towards
exclusion.40

77.

However, even without consideration of the right against self-incrimination, it is vital that
the accused have the impugned evidence scrutinized in light of the proper principles, 41
which, in this case would have resulted in the exclusion of the evidence.

78.

The trial judge erred in mischaracterizing the police conduct as having acted in "good
faith," thereby underemphasizing the first branch of the Grant analysis in considering
seriousness of the breach.

79.

Further, regarding the second branch of the Grant test, the trial judge underemphasized the
impact of the breach on the Appellant's Charter protected rights, when he determined there
was a "reduced expectation of privacy" because the Appellant was communicating with an
unknown individual.

80.

Finally, the Appellant submits that the misapplication of the proper principles in the first
and second branches of the Grant analysis necessarily led to flawed reasoning as regards
the third factor of society's interest in the adjudication of the case on its merits.

40

R. v. Hart, supra note I, para. 242.

41

In R. v. Harrison, [2009] 2 S.C.R. 494, this Court allowed an appeal where the trial judge had placed undue
emphasis on factors related to the third line of inquiry set forth in Grant, while neglecting the importance of the
other factors.
In R. v. Cole, [20 12] 2 S. C .R. 34, at paragraph 82, this Court held that where a trial judge has overlooked or
disregarded relevant facts, a fresh Grant analysis is both necessary and appropriate.
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Each of these arguments will be dealt with in tum.

81.

i)
82.

The Breach was Serious
The Trial Judge's finding that the seriousness of breach was "diminished" was based on
the following errors and omissions:
a)

It equated ignorance of Charter implications with good faith.

b)

It failed to acknowledge that the search warrant for the Appellant's computer was

granted on the basis of the unlawfully seized chat messages.
c)

It equated the search and seizure of private messages with the physical search of a

computer.
d)

It failed to take into consideration the Trial Judge's own finding that the use of the

"Snagit" program constituted a separate and additional breach.

a)
83 .

Ignorance of Charter Implications is not the same as Good Faith

The Trial Judge found that the seriousness of the Charter breach was diminished because
the officer was acting in good faith, following what he believed to be a legitimate
investigative technique. 42 However, the record does not support this finding. The officer
testified that this was his first online undercover operation. He had not consulted with
superiors or inquired as to whether there were any polices or guidelines governing his
activity or whether it engaged any Charter issues. 43 This was not an urgent situation. The
conversations between "Leann" and the Appellant went on for two months. The officer

42
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had more than enough time to consult with superiors and/or determine whether there
were any polices or guidelines governing his activity or whether it engaged any Charter
issues. His failure to do so does not amount to good faith. It amounts to a failure to
consider the Appellant's Charter rights.

84.

Unlike the situation in R. v. Colarusso, [1994] 1 S.C.R. 20, to which the Trial Judge
referred, Constable Hobbs had no basis for his belief that he was following the proper
procedure. Given that this was his first covert, online, operation, he should have given
due consideration to the Appellant's Charter rights and consulted with superiors. At the
very least, he should have inquired into policies and guidelines covering his investigation.

85 .

When one fails to consider Charter implications, one cannot be characterized as having
acting in good faith. As this Court stated in R. v. Grant, [2009] 2 S.C.R. 353,
" .. .ignorance of Charter standards must not be rewarded or encouraged and negligence
or wilful blindness cannot be equated with good faith." 44

86.

Ignorance of potential Charter implications in novel investigations is not a luxury the
state can or should be afforded. Given the power imbalance between the state and private
individuals, it is always serious when the state fails to consider the impact of its actions
on a Charter-protected right.

44

R. v. Grant, [2009] 2 S.C.R. 353, para. 75.
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87.

Finally, the Trial Judge's comments regarding the actions of the officer seem to ignore
his own comments that the actions themselves were troubling in that they engaged the
participation of unwitting high school students to legitimize the Facebook profiles. In his
decision wherein he found that a section 8 breach had occurred, he stated,
In protecting the right to privacy, the court is considering the intrusion by the state
on the individual accused. Privacy is an individual right but the myriad other
incidental contacts with others that inevitably occurs as a result of employing the
particular investigative technique is still a consideration on the larger question of
the impact of "warrantless surveillance".
In setting up the framework for the investigation there was contact between
Constable Hobbs and other people who he "friended" via his Facebook page.
These individuals provided Constable Hobbs with some details about themselves
not knowing they were dealing with a police officer. They or their identities were
in effect conscripted into the surveillance as their links were utilized to fill out and
lend authenticity to the Leanne profile used by Constable Hobbs. This is perhaps
more troubling to a degree in this situation as in using a high school student as his
pr:o:fil e some of the people who communicated with him could well have been
.
45
mmors.

b)
88.

Search of the Appellant's Computer should have been considered Warrantless

The Trial Judge did not acknowledge the fact that the search warrant for the Appellant's
computer was granted on the basis of the chats that had been collected in breach of
section 8. The Appellant's computer was searched pursuant to a section 487 warrant
obtained on May 25, 2012 on the strength of the Information to Obtain (ITO), which
contained all of the chats that had been recorded by "Snagit." 46 The chat messages should
have been excised and the ITO considered on what remained after the redaction . Without
the unlawfully obtained messages, there would have been no reasonable grounds upon
which to grant the warrant. As such, the Trial Judge should have treated the search as

45

R. v. Mills, supra note 25, paras. 38-39.
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warrantless and considered this as factor alongside the failure to comply with the Part VI
provisions. The cumulative nature of the breaches would have necessarily made the
breach of section 8 more serious.

c)

89.

Search and Seizure of Private Communications differs from Search of a
Computer

The Trial Judge's reliance on R. v. Vu, [2013] 3 S.C.R. 657, and R. v. Cole, [2012] S.C.J.
No. 53 was misguided. Whereas Vu and Cole dealt with the search and seizure of
computers, this case dealt with the search and seizure of private communications. Had the
Trial Judge considered the warrantless search of the Appellant's computer, Vu and Cole
would be relevant. However, as the Trial Judge characterized the evidence sought to be
excluded as "digital communications and computer records" 47 and confined his analysis
to the Part VI issue, it was erroneous to equate the search and seizure of private
communications in this case to the search of a computer in Vu and Cole.

90.

There are other important factors that differentiate this case from Vu and Cole. Firstly, in
both Vu and Cole, the officers had prior authorization. In Vu, they had a valid search
warrant for the home, which specifically referred to the intention to search for computergenerated documents, and in Cole, they had consent of the employer, the owner of the
computer in question. As explained above, given the fact that the basis of the warrant in
this case was an ITO containing unlawfully obtained evidence, the search of the
Appellant's computer should have been considered warrantless.

47

R. v. Mills, supra note 42, para . 6.
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91.

Secondly, searching the contents of a computer was relatively novel at the time of Vu and

Cole, and there were no constitutional requirements for additional specific authorization.
In the instant case, the subject matter of the section 24(2) decision was not the contents of
the computer, but rather, private communications. Private communications enjoy elevated
protection and have done so since the implementation ofPart VI in 1973 . Moreover,
interception of private communications with consent (s.184.2) has explicitly required
judicial authorization since 1993, the provisions for which were drafted in direct response
to the Supreme Court of Canada's decision in Duarte.

92.

Equating the breach in this case with the search of a computer ignores the fact that there
are not only Charter rights that need to be considered, but also an express requirement,
pursuant to the Criminal Code, for statutory compliance prior to judicial authorization
being given. Ignoring statutory requirements necessarily renders the breach in this case
more serious than those in Vu and Cole.

d)

93 .

Use of "Snagit" Constituted Additional Breach

In his conclusion that the breach was not serious, the Trial Judge failed to take into
consideration his own finding that the use of the "Snagit" program constituted a separate
and additional breach. If the cumulative nature of the breaches-the unlawful search and
seizure of the private communications, the warrantless search of the computer and the use
of"Snagit"-had been properly considered, there is no question that the breaches would
have been considered serious.

33

Also of note, while this Court's decision in R. v. Spencer pre-dated the section 24(2)

94.

decision in this case, the actions of the RNC in obtaining the subscriber information
without a Production Order would most certainly now be considered an additional
breach.

ii)
95.

Impact of the Breach on the Appellant's Charter-Protected Rights was Serious
The Trial Judge determined that the impact of the breach on the Appellant's Charter
rights was mitigated by the fact that there was "a reduced expectation of privacy" in the
communications because the Appellant had been communicating with an unknown
individual, knowing that his communications would be recorded on that person's
computer. He found that these factors made the impact less serious than cases involving a
third party intercept or a warrantless computer search. However, this determination runs
contrary to the jurisprudence.

96.

In Telus this Court determined that text communications, like voice communications, are
considered private communications. There is nothing in Telus that would indicate that
text based communications attract a reduced level of privacy. To conclude that the
Appellant should have known the communications would have been recorded ignores
two things. Firstly, the communications were not recorded other than by "Snagit". The
officers deleted all of the other copies ofthe communications. Secondly, there is a
significant distinction between instant messaging involving only the parties in question
and messages shared in the more public forum of"chat rooms", which admittedly would
change the nature of the communication based on the reasonable expectation of privacy.

34

97.

Furthermore, if the Trial Judge had considered the search of the Appellant's computer as
warrantless, through his own admission, he would have considered the impact to be more
serious. 48 He would have also had to consider this Court's pronouncements in R. v. Vu,
[2013] S.C.J. No. 60 and R. v. Morelli, [2010] 1 S.C.R. 253 regarding the high degree of
privacy interests at stake in computer searches.

98 .

In Marakah, this Court found that the state's Charter-infringing conduct had a
significant impact upon Mr. Marakah's privacy interests. The electronic conversation that
occurred between Mr. Marakah and his co-accused "revealed private information that
went to Mr. Marakah's biographical core." Mr. Marakah had a reasonable expectation
that the fact of this electronic conversation, as well as its contents, would remain private.
However, "[t]he Charter-infringing actions of the police obliterated that expectation. The
impact on Mr. Marakah's Charter-protected interest was not just substantial; it was
total ." 49

99.

The trial judge's assessment that the Appellant had a reduced expectation of privacy is
directly contradicted by this Court's comments in Marakah. Any reasoning that starts
from the standpoint of a reduced expectation of privacy amounts to a failure to consider
the proper principles.

100.

The Appellant had a reasonable expectation that his electronic conversations would
remain private. However, they were recorded by police, without a warrant, and used

48

R. v. Mills, supra note 42 , para . II.

49
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against him. This behaviour had a significant impact upon his Charter-protected privacy
interests. This impact was heightened by the fact that police also subjected the
Appellant's personal computer to a search on the basis of a warrant that should have been
deemed invalid as it was granted on the basis of the unlawfully gathered messages.

Society's Interest in the Adjudication of the Case on its Merits favours Exclusion

iii)

101.

The Trial Judge concluded that this branch of the Grant analysis favoured admission
because the exclusion of the evidence would be fatal to the Crown's case, and the
evidence was "real probative evidence of high reliability" . Furthermore, the Charter
breach was not serious and its impact was reduced due to the reduced expectation of
.

pnvacy.

102.

50

This determination is flawed as it was reached without proper consideration of several
significant factors : 1) whether the ITO could ground the warrant for the computer; 2) the
Trial Judge's own conclusion that the employment of"Snagit" constitutes a separate
breach; and 3) the statutory prerequisites required for the interception of private
communications. Further, the determination was made in the context of incorrect
conclusions that the breach was not serious and that the reasonable expectation of privacy
was limited.

103 .

The offence involved in this case is serious; however, as explained in Grant, the
seriousness of the offence has the potential to cut both ways:

50
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Failure to effectively prosecute a serious charge due to excluded evidence may
have an immediate impact on how people view the justice system. Yet, as
discussed, it is the long-term repute of the justice system that iss. 24(2)'s focus .
As pointed out in Burlingham, the goals furthered by s. 24(2) "operate
independently of the type of crime for which the individual stands accused" (para.
51). And as Lamer J. observed in Collins, "[t]he Charter is designed to protect the
accused from the majority, so the enforcement of the Charter must not be left to
that majority" (p. 282). The short-term public clamour for a conviction in a
particular case must not deafen the s. 24(2) judge to the longer-term repute of the
administration of justice. Moreover, while the public has a heightened interest in
seeing a determination on the merits where the offence charged is serious, it also
has a vital interest in having a justice system that is above reproach, particularly
where the penal stakes for the accused are high. 5 1

104.

The Appellant refers to, and relies on this Court's recent comments in Marakah
regarding the proper consideration of the seriousness ofthe offence.
Though the exclusion of the evidence would eviscerate the Crown's case
against Mr. Marakah on serious charges, "[i]t is ... important not to allow
... society's interest in adjudicating a case on its merits to trump all
other considerations, particularly where ... the impugned conduct was
serious and worked a substantial impact on the appellant's Charter
right" : Paterson, at para. 56. That is this case. 52

105 .

The conviction of the Appellant on the basis of evidence that was collected in breach of

Charter-protected privacy rights does not serve the long-term repute of the justice
system. While the public may have an interest in seeing this case determined on its
merits, it has a stronger interest in seeing that privacy rights are protected and that
Canada is not permitted to become a police state wherein undercover law enforcement
officers are able to engage with unwitting citizens, in the absence of judicial oversight,
record self-incriminating statements and then use these statements against them.

51
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106.

The Appellant submits that, having regard to the section 24(2) analysis in Marakalt, the
only reasonable conclusion would be to exclude the evidence. Any other result
necessarily involves placing undue emphasis upon the seriousness of the offence. To
conclude that society would have a stronger interest in seeing this case adjudicated on its
merits, as opposed to one that involves text messages about a weapons offense or a drug
deal, necessarily requires analysis about the seriousness of the offence which was
discouraged in the above noted paragraph in Marakalt.

107.

As all of the Grant factors favour exclusion, the electronic conversations should be
excluded.

108.

To come to any other conclusion requires a determination that the offence of internet
luring should be treated differently because of the nature ofthe offence. This reasoning
would contradict the decisions in Wong, Duarte and Marakalt.

iv)
109.

Inadequacy of the Section 24(1) Remedy
The Trial Judge's decision to reduce the Appellant's sentence pursuant section 24(1)
inadequately addressed the breaches that occurred in this case. Once a breach of section 8
was acknowledged, the only remedy that would properly recognize the purposive
approach to Charter remedies would have been to exclude the evidence. In Doucet-

Boudreau v. Nova Scotia, [2003] 3 S.C.R. 3, this Court explained,
... an appropriate and just remedy in the circumstances of a Charter claim is one
that meaningfully vindicates the rights and freedoms of the claimants. Naturally,
this will take account of the nature of the right that has been violated and the
situation of the claimant. A meaningful remedy must be relevant to the experience

38

of the claimant and must address the circumstances in which the right was
infringed or denied. 53

110.

A reduction of sentence in this case was not responsive to the right that was violated.
When evidence has been gathered through an unreasonable search and seizure, the logical
remedy is to exclude said evidence. Moreover, a reduction of sentence was not adequate
to remedy the seriousness of the breach that occurred in this case. By granting it, instead
of the exclusion of evidence, the Trial Judge effectively rendered the principle enunciated
by this Court in Doucet-Boudreau hollow.

C.

Conclusion

111 .

To conclude that PART IV of the Criminal Code does not apply in a situation where
electronic communications in the context of covert, proactive, undercover police
investigations where private citizens do not know they are interacting with agents of the
state would require this Court to limit the application, if not overturn its decisions in
Duarte and Wong and Hart.

112.

Failure to exclude the evidence of the chat messages in this case would elevate the
consideration of the seriousness of the charge to the paramount consideration in the
section 24(2) analysis.

53
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PART IV: SUBMISSIONS ON COSTS
112.

The Appellant does not seek costs in this matter.

PARTY! ORDER SOUGHT

11

a.

The Appellant asks that this appeal be granted, that the instant message$ between him and

the undercover officer be ruled inadmissible and that he be acquitted of the charges
:against him.

AU of which i!l respectf\IUy submi-tted

a~~~
Rosellen
Sl1llivan

Counsel for the Appellant
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PART VII: STATUTORY PROVISIONS
Criminal Code, R.S.C., 1985, c. C-46

184.2 (1) A person may intercept, by means of any electro-magnetic, acoustic, mechanical or
other device, a private communication where either the originator of the private communication
or the person intended by the originator to receive it has consented to the interception and an
authorization has been obtained pursuant to subsection (3).

(2) An application for an authorization under this section shall be made by a peace officer, or a
public officer who has been appointed or designated to administer or enforce any federal or
provincial law and whose duties include the enforcement of this or any other Act of
Parliament, ex parte and in writing to a provincial court judge, a judge of a superior court of
criminal jurisdiction or a judge as defined in section 552, and shall be accompanied by an
affidavit, which may be sworn on the information and belief of that peace officer or public
officer or of any other peace officer or public officer, deposing to the following matters:
(a) that there are reasonable grounds to believe that an offence against this or any other
Act of Parliament has been or will be committed;
(b) the particulars of the offence;
(c) the name of the person who has consented to the interception;
(d) the period for which the authorization is requested; and
(e) in the case of an application for an authorization where an authorization has
previously been granted under this section or section 186, the particulars of the
authorization .
(3) An authorization may be given under this section if the judge to whom the application is
made is satisfied that
(a) there are reasonable grounds to believe that an offence against this or any other Act
of Parliament has been or will be committed;
(b) either the originator of the private communication or the person intended by the
originator to receive it has consented to the interception; and
(c) there are reasonable grounds to believe that information concerning the offence
referred to in paragraph (a) will be obtained through the interception sought.
(4) An authorization given under this section shall
(a) state the offence in respect of which private communications may be intercepted;
(b) state the type of private communication that may be intercepted;
(c) state the identity of the persons, if known, whose private communications are to be
intercepted, generally describe the place at which private communications may be
intercepted, if a general description ofthat place can be given, and generally describe
the manner of interception that may be used;
(d) contain the terms and conditions that the judge considers advisable in the public
interest; and
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(e) be valid for the period, not exceeding sixty days, set out therein .

Code criminal, L.R.C. (1985), ch. C-46
184.2 (1) Toute personne peut, au moyen d'un dispositif electromagnetique, acoustique,
mecanique ou autre, intercepter une communication privee si !'auteur de la communication ou la
personne a laquelle ill a destine a con senti a 1, interception et si une autorisation a ete obtenue
conformement au paragraphe (3).
(2) La demande d'autorisation est presentee, ex parte et par ecrit, a unjuge de la cour
provinciale, a un juge de la cour superieure de juri diction criminelle ou a un juge au sens de
!'article 552 soit par l'agent de la paix, soit par le fonctionnaire public nomme ou designe pour
I' application ou I' execution d'une loi federate ou provinciale et charge notamment de faire
observer Ia presente loi ou toute autre loi federale; il doit y etre joint un affidavit de cet agent ou
de ce fonctionnaire, ou de tout autre agent de Ia paix ou fonctionnaire public, pouvant etre fait
sur la foi de renseignements tenus pour veridiques et indiquant ce qui suit :
a) le fait qu'il existe des motifs raisonnables de croire qu'une infraction ala presente loi
ou a toute autre loi federale a ete ou sera commise;
b) les details relatifs a 1'infraction;
c) le nom de la personne qui a consenti a !'interception;
d) Ia periode pour laquelle l'autorisation est demandee;
e) dans le cas ou une autorisation a deja ete accordee conformement au present article
ou a 1' article 186, les modalites de cette autorisation.
(3) L' autorisation peut etre donnee si le juge est convaincu :
a) qu'il existe des motifs raisonnables de croire qu'une infraction a Ia presente loi ou a
toute autre loi federate a ete ou sera commise;
b) que 1' auteur de Ia communication privee ou Ia personne a laquelle ill a destine a
consenti a !'interception;
c) qu'il existe des motifs raisonnables de croire que des renseignements relatifs a
1'infraction seront obtenus grace a I'interception.
(4) L'autorisation doit :
a) mentionner !'infraction relativement a laquelle des communications privees peuvent
etre interceptees;
b) mentionner le genre de communication privee qui peut etre interceptee;
c) mentionner, si elle est connue, l'identite des personnes dont les communications
privees peuvent etre interceptees et donner une description generale du lieu ou les
communications peuvent etre interceptees, s'il est possible de donner une telle
description, et une description generale de Ia fa<;:on dont elles peuvent l'etre;
d) enoncer les modalites que le juge estime opportunes dans I'interet public;
e) etre valide pour Ia periode, d'au plus soixante jours, qui y est indiquee.

